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Cover Art by Swetha Maharaj
About the Conference
The THREAT acronym represents the Triple Helix cybeR sEcurity Africa summiT. We have used a bold red font to emphasise the importance of the subject matter as well as its criticality. It also represents the strong technical risk reduction measures implemented across industry and government institutions, but critically that these implementations are not as secure as expected. The distressed font represents the danger faced by institutions through various attack vectors, most significantly by untrained/unaware users and non-compliant policies and procedures.  The intertwined three ribbons into triple helix represent the three key components of any comprehensive cybersecurity strategy for our country. Located and anchored in South Africa, we have chosen the colours of our flag for various components of our logo. Appearing on the logo will be a year or event type that clearly describes the type of event. 
 
This is the first of a series of THREAT events that will deal with specific information and cyber security issue facing our society. Through these events we will raise awareness and improve the overall security posture of our country. Outcomes of each event will take the form of research outputs in accredited and respected academic journals, position papers, non-technical articles in trade publications and recommendations to relevant bodies. The THREAT events are not intended to be vendor events, but will sometimes include exhibitions by event sponsors. The THREAT events remain vendor neutral and these exhibitions are not endorsements  by the THREAT organisers. 
 
The cybersecurity space is volatile and rapidly evolving. While threats evolve, and preventative technology struggles to keep pace, one aspect remains a constant – the human element. We are firmly of the belief that regardless of the policies and procedures (and technology) implemented, unless the people who manage systems and answer emails are properly informed, cybersecurity will continue to be a major problem, especially in developing countries.
 
With this in mind, we have conceived of a Cybersecurity Summit that brings together three key players - government, business and academia - to discuss issues in a collaborative focussed manner in 6 plenary sessions on the themes listed below. This is the first summit if it's kind to be held in South Africa.
 
The LINK Centre at the University of the Witwatersrand is the academic partner for the conference and conference participants are encouraged to submit their papers to the African Journal of Information and Communications for consideration. 
THREAT 2019 Summit Themes
	Cybersecurity and Privacy
	Cybersecurity Skills, Training and Awareness
	Legal and legislative frameworks to Combat International Cybercrime
	Social impact of cybersecurity 
	Emerging technologies, Blockchain, Cryptography, Fintech, Quantum Computing, AI, Threat Hunting
	Digital Forensics, Computer and Network forensics 
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Call for Papers[image: ]
 
Chapter 3
The Organising Committee
Professor Manoj Maharaj
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Conference Chair
Manoj Maharaj is employed at the University of KwaZulu-Natal, where he teaches information systems, specializing in information systems strategy and information security. He currently also serves as non-executive Director on the Board of the Moses Kotane Institute where he chairs the Audit and Risk Committee and on the Board of NEMISA. Both SOEs are tasked with national skills development in the STEM space.
 
Dr. Lucienne Abrahams
[image: ]
Academic Chair
Luci Abrahams is Director of the LINK Centre, a university-based research centre located at the Tshimologong Digital Innovation Precinct (Wits University). She has led the Centre since 2002, focused on ‘digital transitions in economy and society’, including attention to digital innovation and digital transformation in institutions and economic sectors. She takes an interdisciplinary, creative strategy approach and is knowledgeable in digital strategy design, digital innovation and leadership, emerging smart cities, cybersecurity resilience design, transition to digital government, building knowledge-intensive organisations, intellectual property rights and knowledge governance, ICT policy and regulation.
 
 Dr. Upasana Singh
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Program and Administration Chair
Dr Upasana Singh is a lecturer in the Discipline of Information Systems and Technology at the University of KwaZulu Natal, Westville Campus, in Durban South Africa. She has a keen interest in Technology in Education and Sustainable IT practices. She has actively forged partnerships with international partners and  hosted joint conferences with them. She also has a keen interest in joint curriculum development with International Higher Education Institutions. 
 
Prof. Nirmala Gopal
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Organising Committee
Prof. Nirmala Gopal is a criminologist in the Programme of Criminology and Forensic Studies at the University of KwaZulu-Natal. Prof. Gopal’s latest research interest is cybercrime. She has edited a Special Edition of Acta Criminologica a Southern African journal on Cybercrime. Some of the articles showcased debates on Cybercrime, cybersurveillance and state surveillance in South Africa, amongst others. In addition, she has concluded a national study entitled: Cybercrime – Risks to South Africa. She has a keen interest in the field of cybercrime/security especially through a human lens. 
 
 
Dr. Kriyanka Moodley
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Organising Committee
Dr Kriyanka Moodley was exposed to information systems, specializing in information systems strategy and information security through her mentorship with Prof Manoj Maharaj. She holds a PhD in Leadership from the Graduate School of Business and Leadership, at the University of KwaZulu-Natal, South Africa.
Her doctoral research looked at our economic reality which is rooted in a global eco-system of cultural, ecological, social and political contexts, interwoven and grown in uncertain, multifaceted, and unpredictable ways. These situations require a mindset on the part of change agents, leaders and individuals that is more open and focused on emerging changes. Her thesis showed that decision-makers in all institutions and systems need to go on a collective journey from seeing only their own viewpoint (ego-system awareness), to experiencing the system from the perspectives of others in the system (eco-system awareness). Bridging the gap between eco-system awareness and ego-system awareness can be identified as the main challenge of leadership today.
Her professional interests include academia, marketing, leadership, technology and innovation and social development. Her academic and commercial work continue to give her local and international exposure.
 
Editorial Committee
	◦	Dr. Jabu Mtsweni – Council for Scientific and Industrial Research
	◦	Professor. Matthew Adigun – University of Zululand
	◦	Professor Irene Govender – University of KwaZulu-Natal
	◦	Dr. Willard Munyoka – University of Venda
	◦	Professor Manoj Maharaj – University of KwaZulu-Natal
	◦	Dr. Luci Abrahams – University of the Witwatersrand
	◦	Dr. Upasana Singh – University of KwaZulu-Natal
	◦	Dr. Jackie Phahlamohlaka – Council for Scientific and Industrial Research
	◦	Dr. Patrick Ndayizigamiye – University of Johannesburg
	◦	Dr. Kiru Pillay – Department of Telecommunications and Postal Services 
	◦	Dr. Brett van Niekerk – University of KwaZulu-Natal
	◦	Prof. Hossana Twinomurinzi – University of South Africa
	◦	Prof. Nirmala Gopaul – University of KwaZulu-Natal
	◦	Dr. Chris Armstrong – LINK Centre, Wits University ​
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The Editorial Committee 
Dr. Jabu Mtsweni – Council for Scientific and Industrial Research
Professor. Matthew Adigun – University of Zululand
Professor Irene Govender – University of KwaZulu-Natal
Dr. Willard Munyoka – University of Venda
Professor Manoj Maharaj – University of KwaZulu-Natal
Dr. Luci Abrahams – University of the Witwatersrand
Dr. Upasana Singh – University of KwaZulu-Natal
Dr. Jackie Phahlamohlaka – Council for Scientific and Industrial Research
Dr. Patrick Ndayizigamiye – University of Johannesburg
Dr. Kiru Pillay – Department of Telecommunications and Postal Services 
Dr. Brett van Niekerk – University of KwaZulu-Natal
Prof. Hossana Twinomurinzi – University of South Africa
Prof. Nirmala Gopaul – University of KwaZulu-Natal
Dr. Chris Armstrong – LINK Centre, Wits University 
Dr. Sanjay Ranjeeth - University of KwaZulu-Natal
Dr. Patrick Kanyi - American University, Kenya
Dr. Barend Taute - CSIR
Mr. Deepak Kumar - University of KwaZulu-Natal
 
​
 ​
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Special Guests
The THREAT 2019 organisers are grateful to the Minister of Communications, Mrs. Ndabeni-Abrahams, the Vice-Chancellor of the University of Johannesburg, Prof. Marwala, and Mr. Maharaj, Group executive at the South African Reserve bank for agreeing to participate in the conference as opening speakers. Their presence lends a gravity to proceedings that properly reflects the importance of the subject matter. 
Mrs. Stella Ndabeni-Abrahams
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Minister of Communications
 
Ms Stella Tembisa Ndabeni-Abrahams is the Minister of Communications for the Republic of South Africa; having been appointed to this position on 22 November 2018. The Minister is responsible for executive oversight over the Departments of Communications and Telecommunications & Postal Services.
Born in Sakhela Village, Mthatha in the Eastern Cape; Minister Ndabeni-Abrahams was previously the Deputy Minister of Communications and subsequently of Telecommunications and Postal Services during the period 25 October 2011 to 22 November 2017.
Ms Ndabeni-Abrahams holds a Commonwealth Telecommunications Organisation Diploma in Telecommunications and Managements Systems, a Certificate in Telecommunications, Policy and Regulation Management (Wits University), an Advanced Certificate in Project Management (Rhodes University) and a Project Management Diploma (Cranfield College).
Prior to being an MP, Ms Ndabeni-Abrahams was a Project Manager for the Eastern Cape Socio-Economic Consultative Council from 2003 to 2009. She is a recipient of the Premier's Award for her involvement in voluntary activities aimed at improving peoples' lives.
Section 2
Professor Marwala
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Vice Chancellor and Principal, University of Johannesburg
Tshilidzi Marwala born in Venda (Limpopo, South Africa) is the Vice-Chancellor and Principal of the University of Johannesburg beginning January 2018. Previously he was the Deputy Vice-Chancellor for Research and Internationalization and the Executive Dean of the Faculty of Engineering and the Built Environment both at the University of Johannesburg. From 2003 to 2008, he progressively held the positions of Associate Professor, Full Professor, the Carl and Emily Fuchs Chair of Systems and Control Engineering as well as the SARChI Chair of Systems Engineering at the Department of Electrical and Information Engineering at the University of the Witwatersrand. From 2001 to 2003, he was the Executive Assistant to the technical director at South African Breweries. From 2000 to 2001 he was a post-doctoral research associate at the Imperial College (then University of London).
He holds a Bachelor of Science in Mechanical Engineering (magna cum laude) from Case Western Reserve University (USA) in 1995, a Master of Mechanical Engineering from the University of Pretoria in 1997 and a PhD specializing in Artificial Intelligence and Engineering from the University of Cambridge in 2000. Marwala completed the Advanced Management Program (AMP) at Columbia University Businesses School in 2017 and completed a Program for Leadership Development (PLD) at Harvard Business School in 2007. Tshilidzi is a registered professional engineer, a Fellow of TWAS (The World Academy of Sciences), the Academy of Science of South Africa, the African Academy of Sciences and the South African Academy of Engineering. He is a Senior Member of the IEEE (Institute of Electrical and Electronics Engineering) and a distinguished member of the ACM (Association for Computing Machinery).
His research interests are multi-disciplinary and they include the theory and application of artificial intelligence to engineering, computer science, finance, social science and medicine. He has extensive track record in human capacity development having supervised 47 Master’s and 28 Doctoral students to completion. Some of these students have proceeded with their doctoral and post-doctoral studies at leading universities such as Harvard, Oxford, Cambridge, British Columbia, Rutgers, Purdue, Chiba and Waseda. He has published 14 books in artificial intelligence, one of these has been translated into Chinese, over 300 papers in journals, proceedings, book chapters and magazines and holds four patents. He is an associate editor of the International Journal of Systems Science (Taylor and Francis Publishers).
He has been a visiting scholar at Harvard University, University of California at Berkeley, Wolfson College of the University of Cambridge and Nanjing Tech University as well as member of the programming council of the Faculty of Electrical Engineering at the Silesian University of Technology in Poland. He has received more than 45 awards including the Order of Mapungubwe and was a delegate to the 1989 London International Youth Science Fortnight (LIYSF) when he was in high school. His writings and opinions have appeared in the magazines New Scientist, The Economist and Time Magazine.
 
Section 3
Mr. Pradeep Maharaj
[image: ]
South African Reserve Bank
Pradeep is the Group Executive: Currency Cluster at the South African Reserve Bank (SARB). This role entails being responsible for the Currency Management and Security functions at the SARB. The currency management role includes oversight and responsibility for the two currency producing subsidiaries of the SARB, viz. South African Bank Note Company (RF) Proprietary Limited and the South African Mint Company (RF) Proprietary Limited.
For two and half years he filled the role of the Chief Operating Officer (COO) of the SARB, accountable for the human resources, financial, business systems and technology and facilities management functions.
Prior to joining the SARB, in November 2012, Pradeep fulfilled various roles at Absa Capital, Transnet as well as the Gauteng Provincial Government in the Department of Finance and Economic Affairs.
Pradeep holds a Bachelor of Accounting Science from the University of South Africa.
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Message from The Conference Chair
Prof. Manoj Maharaj
When the idea of holding a conference came to me, I discussed this with some close friends to determine whether there was an appetite for it and whether such a conference would be able to hold its own against formidable players in the space. Looking at the existing cybersecurity landscape in South Africa, we concluded that while there were ample avenues for vendors to market their products, there was very little opportunity for pure thought leadership sessions within the cybersecurity domain. Certainly, research and innovation does occur in Africa, but this often happens in the silos of the businesses and universities. And the primary consumer of technology, Government, is often left to thread its own path. 
Hence the idea of the Triple Helix conference and the germination of the THREAT acronym. The Triple Helix cybeR sEcurity Africa summiT was born. The appetite for this kind of event was clearly underestimated. The enthusiasm with which this conference was embraced by our special guests and sponsors was unexpected but very welcome. 
With the notable exception of some of the major technology players in this space, every company that I approached embraced the concept of this conference and committed to it. The success of this event is directly attributable to the enthusiastic support of our partners. This also points to a successful series of THREAT events over the coming year, culminating in THREAT 2020 in June next year.  
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Sponsor Messages
Dimension Data
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Founded in 1983, Dimension Data is a USD 8 billion global leader in designing, optimising, and managing today’s evolving technology environments. This enables its clients to leverage data in a digital age, turn it into information, and extract insights.
Headquartered in Johannesburg, Dimension Data employs 28,000 people across 47 countries. The company brings together the world’s best technology provided by market leaders and niche innovators with the service support that clients need for their businesses – from consulting, technical, and support services to a fully-managed service.
Dimension Data is a proud member of the NTT Group.
Visit us at http://www2.dimensiondata.com 
 
 
Symantec
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In the current era of rapid transformational changes, Cyber risk is increasing exponentially and to address these challenges, Symantec, Global leader in Next Generation Cyber Security, has partnered with Threat 2019 to highlight the changes. Threat 2019 provides Symantec a platform to engage with Academia, Government and Industry to shape how South Africa could respond to the evolving  Cyber threat landscape. 
 
Iconis
[image: ]
Threat 2019 provides a platform to interact with decision and policy makers and helps us to drive awareness in the cybersecurity space. The main driver for this in the cybersecurity landscape is user behaviour and engagement with threats.  Iconis Cybersecurity is a key driver in awareness and educating the masses on the consequences of cyber threats. The adoption of awareness training in South Africa in the cyber security space is on the rise and Iconis Cybersecurity will emphasise the importance of awareness across all sectors. 
 
Richfield
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Richfield, as an education sector innovator, realised early that Technology was the key to the future of Education. By integrating technology into every aspect of the student journey, we have been able to cultivate a graduate, prepared for the 4th Industrial Revolution. As a proud sponsor of Threat 2019, Richfield relishes the opportunity to share ideas and Best Practice in developing African skills and preparedness for Cybersecurity in Emerging Technologies.
 
Ukuvuma
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The Cybersecurity landscape is often seen as a field lacking passion in great part due to a lack of understanding of real cybersecurity requirements and "needs". This can make it feel like a grudged topic with many trying to make a quick buck by promising blanket solutions to meet all your security requirements without looking at such requirements on a case-by-case basis. Without understanding the field and what your actual requirements are, how does one proceed? Ukuvuma Security has partnered with the Threat 2019 organizers to shed some light on this topic and provide real-life knowledge shares and experiences to a larger audience, with the aim of assisting them through navigating the field. Enabling more people to make use of our expertise and experience to expand their own knowledge.
 
 
Amazon Web Services
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At Threat 2019 we aim to speak about cloud security by contributing knowledge, experience and expertise that will help in realizing a more secure cybersecurity environment. Amazon Web Services (AWS) collaborates with cybersecurity industry professionals, government leaders and researchers in developing best practices that will enhance the cybersecurity posture in Africa. Come and speak to us to understand how AWS can power your infrastructure, help you become more agile, and lower costs in a highly secure environment.
 
 
 
 
 
 
 
 
Chapter 8
Keynote Speakers
The keynote speakers at THREAT 2019 provide a canvas which the research talks support against which the panel discussions evolve. This unique format presents an opportunity for the experts, drawn from various complimentary domains, to focus discussions with the goal of better understanding the cybersecurity domain in South Africa. 
 
 
 
Mr. Zubin Chagpar
Amazon Web Services’ public sector lead (MEA)
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Zubin Chagpar is responsible for Amazon Web Services’ public sector business in the Middle East and Africa. He has two decades of experience working in various roles for leading technology companies. Zubin earned a Bachelor of Arts degree in Economics from the University of Western Ontario and an MBA from IE Business School. He is a former faculty advisor for Wharton Business School’s Global Consulting Practicum and a current adjunct professor at IE Business School where he teaches rapid prototyping. He is an active investor in start-ups and curates global start-up accelerator Techstars’ Start-up Digest, a weekly newsletter on start-ups with 50,000 subscribers. Zubin is a former board member at ISACA, the world’s largest global professional organization focused on Cybersecurity and IT corporate governance. Key accomplishments during his tenure included the diligence and acquisition of the Capability Maturity Model Integration (CMMI) Institute from Carnegie Mellon, the development of an enterprise strategy and sales team, the development of a policy outreach strategy, the approval of a China entry strategy, and the release of a new lab based virtual environment for cybersecurity learning, CSX.
In his position at AWS, Zubin is executing on the strategy and team recruitment for AWS’ Middle East and Africa business directed towards public sector including governments, education, healthcare, state-owned enterprises, and NGOs. His team is focusing on implementing solutions to address high youth unemployment, economy diversification, improve education and healthcare, mitigate cyber threats, and enable innovation by leveraging AWS cloud and AWS’ partner network. 
 
Dispelling Top Cloud Security Myths
Abstract
Customers care deeply about privacy and data security. Customers need ownership and control over their data through simple, but powerful tools that allow full transparency and security, allowing them to determine where their data will be stored, and providing assurance of its security in transit or at rest. Equally, customers want to manage their access to cloud services and resources. This talk will discuss these concerns and requirements and provide an overview of how they may be addressed.  
https://www.youtube.com/watch?v=Gs2Wf258diY&t=2s
 
 
 
ANDREW CHESTER
MANAGING DIRECTOR, UKUVUMA SECURITY
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Andrew Chester is Managing Director at Ukuvuma Security, a cyber security consulting & managed security services firm - specializing in security threat assessments, threat hunting, security operations and security control framework implementations.
With over 10 years’ experience in both offensive and defensive security tactics, techniques and procedures, Andrew has built Ukuvuma Security from a security technology start-up, to a trendsetter within the Africa & Middle Eastern region
Andrew has taken the lead in threat hunting & information security teams within multi-national businesses across African and Middle Eastern countries, whilst building successful, sustainable, security organizations and infrastructure.
A passionate security threat researcher and technology evangelist, he has worked with numerous security methodologies, technologies and programs, whilst successfully adapting security programs and frameworks to suit businesses of all needs – from secure mobility for mobile workforces, to advanced, persistent, threat prevention programs for organizations of over 65 000 staff count and upward.
As a Certified Information Security Systems Professional (CISSP), Andrew continuously pushes the cyber security programs within all organizations which he is involved in. With a strong enthusiasm for entrepreneurship across the African region, and a keen eye on the global landscape, Andrew constantly searches for new opportunities, technologies and ways to transform cyber security initiatives into becoming a business enablement tool.
 
THREAT HUNTING AND CYBERWARFARE: WHY IT’S TIME FOR A PROACTIVE RETHINK OF CYBERSECURITY
 
ABSTRACT
Consider the disruption that Stage 4 Load Shedding caused across South Africa earlier this year. That period of rolling blackouts reportedly stemmed from the impact of natural disaster Hurricane Idai on the country’s energy supply, but imagine for a second that someone had hacked the Eskom power grid, plunging the country into darkness and causing massive damage to the economy through lost working hours and shattered investor confidence. If that hacker was employed by another government, would that attack be considered an act of war against South Africa? How would you tell the difference between a planned military operation and conventional cybercrime? How do you stop it?
This talk will explore the invisible but mounting threat of cyberwarfare to nation states, especially as critical infrastructure is increasingly “brought online” – that is, digitised and networked. We will look at critical cybersecurity solutions and defence mechanisms for governments and businesses alike, focusing on threat hunting as a primary action and key part of a soldier’s arsenal. This proactive, iterative approach to system protection puts attackers on the back foot and is ideally suited for today’s complex, ever-evolving threat landscape.
 
 
Emilar Gandhi
SADC Facebook Policy Lead
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Emilar Gandhi is Facebook’s Public Policy Lead for the SADC Region. In her current role, she is responsible for the company’s regional public policy strategy, working with governments, businesses and civil society organisations to foster understanding of Facebook’s innovative technology. Emilar joined Facebook in 2016, after eight years at the Association for Progressive Communications, where she held various roles including leading public policy work on the African continent focusing on human rights, technology and internet governance. She serves on the Freedom Online Coalition advisory network and is also a Board Member of the South African Communications Forum. Emilar holds an MPhil from Stellenbosch University, a PGD Governance and Political Transformation (UFS) and BSc (Hon) from the National University of Science and Technology. 
 
Facebook’s Approach to Security and Public Safety
 
 
 
 
Professor Michael Goldsmith
Department of Computer Science and Worcester College, University of Oxford
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Michael Goldsmith is a Senior Research Fellow at the Department of Computer Science and Worcester College, Oxford. With a background in Formal Methods and Concurrency Theory, Goldsmith was one of the pioneers of automated cryptoprotocol analysis. His research work has investigated a range of Technology Strategy Board and industrial or government-funded projects ranging from highly mathematical semantic models to multidisciplinary research at the social-technical interface. He is an Associate Director of the Cyber Security Centre, Co-Director of the newly launched Centre for Doctoral Training in Cybersecurity and is active in the IAAC Academic Liaison Panel.
 
Assessing National Cybersecurity - Experiences from the African Continent
 
ABSTRACT
The Global Cyber Security Capacity Centre in Oxford has been pursuing research into providing scientific underpinning for effective cybersecurity capacity-building for over five years.  A key component of this is the deployment of the Centre’s Cybersecurity Capacity Maturity Model for Nations, helping countries assess where their strengths and weaknesses are, and where investment can best be directed.  A good proportion of those countries have been on the African continent.
https://www.youtube.com/watch?v=XfCWsapAbpU
 
 
Melissa Hathaway
Hathaway Global Technologies
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Melissa Hathaway
Melissa Hathaway is a leading expert in cyberspace policy and cybersecurity. She served in two U.S. presidential administrations, spearheading the Cyberspace Policy Review for President Barack Obama and leading the Comprehensive National Cybersecurity Initiative (CNCI) for President George W. Bush.
As President of Hathaway Global Strategies LLC, she brings a multi-disciplinary and multi-institutional perspective to strategic consulting and strategy formulation for public and private sector clients. Having served on the board of directors for three public companies and three non-profit organizations, and as a strategic advisor to a number of public and private companies, Melissa brings a unique combination of policy and technical expertise, as well as board room experience to help others better understand the intersection of government policy, developing technological and industry trends, and economic drivers that impact acquisition and business development strategy in this field.
She publishes regularly on cybersecurity matters affecting companies and countries. Most of her articles can be found at the following website:
http://belfercenter.ksg.harvard.edu/experts/2132/melissa_hathaway.html
 
CYBER SECURITY: A NATIONAL IMPERATIVE
Abstract
The world has witnessed an alarming number of harmful ICT practices and internationally wrongful acts through the misuse of ICTs in recent years. Over the last thirty years, we have created a unique and strategic vulnerability to society — we have allowed poorly coded, engineered, and off-the-shelf products to permeate every aspect of our connected society. Melissa Hathaway, a US expert in cyber security, will address how and why cyber security has become a national priority and the new normal for governments around the world, as well as for boards of directors of corporations.
https://www.youtube.com/watch?v=ZHkT0F0DusI
 
  
 
 
 
 
Dr. Arif Ismail
Head of Fintech at the South African Reserve Bank
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Dr. Arif Ismail is the Head of Fintech at the South African Reserve Bank. He is responsible for setting policy direction on crypto assets in SA, the implementation of hubs and sandboxes and for central bank experimentation on central bank issued digital currency. He currently co-chairs the Intergovernmental Fintech Working Group leading the charge to revised policy stances on Fintech. He was Head of Oversight: Payment Systems from 2015 to 2017. Arif was responsible for the South African national payment systems strategy, Vision 2025. He is a member of the BIS Working Group on Digital Innovations and member of the FSB Financial Innovation Network. 
Arif holds a BSc in mathematics and physics, an MBA through GIBS, and a DBA on strategic leadership and transformation. His area of interest spans the change domain, and includes a focus on complex adaptive systems, social cognition and leadership theory.
“Finthreat”, fee-fi-fo-fum – the scent of digitisation!
Abstract
Fintech has received much attention recently. Tightly coupled with the revolution to produce alternate financial services (such as crypto assets, online peer to peer lending and insurance, alternate payment platforms and robo advice) is undoubtedly the advent of exponential technology. Artificial intelligence, machine learning, blockchain, cloud computing and the internet of things looks set to transform the way we live and consume financial services. Huge benefits emerge such as seamless transactions through facial recognition or convenient online borrowing through new alternate scoring models, emanating from social media data. New fintech threats though run alongside these new tools, techniques and services. Both macro-level (systemic) and micro-level threats (“finthreats”) are surfaced and warning flags sounded. Regulators caution that these threats must be recognised and adequately addressed, whilst hailing in a new digital financial services era.  
https://www.youtube.com/watch?v=b7SyFolj2ZY
 
 
 
 
danny myburgh
Managing Director of Cyanre - The Digital Forensic Lab
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Danny Myburgh is the Managing Director of Cyanre - The Digital Forensic Lab and LexTrado EDS, which specializes in digital forensic investigations, data fraud trend analysis, Incident Response, e-discovery services and litigation support services. Danny established and commanded the SAPS National Computer Crime Investigation Unit from 2000 until 2002. Danny was the chairman of the Interpol African Working Party on Cyber Crime from 2002 until 2005 and represented Africa on the Interpol International Steering Committee on Cyber Crime. He was the chairperson of the Association of Certified Fraud Examiners Cyber Forensic Forum from 2011 to early 2016 and again since beginning of 2018. Danny was also a member of the BRICS Expert Working Group on Cyber Security aimed at enhancing the coordination on Cybersecurity issues between the BRICS States. Danny’s Qualifications include:
	◦	Seized Computer Evidence Recovery Specialist (SCERS) from the Federal Law Enforcement Training Centre (FLETC) in Brunswick, Georgia, USA
	◦	EnCE
	◦	National Diploma Police Administration
	◦	Postgraduate Diploma in Information Systems: Computer Forensics from the University of Cape Town
	◦	BComm Honours degree in Information Systems - Cyber Forensics (UCT-2013) (Cum Laude)
	◦	MComm – Forensic Accounting degree (NWU-2016)​
(Cum Laude)​
with the topic of study being Developing a framework for the search and seizure of digital evidence by forensic investigators in South Africa – exploring and defining the legal requirements of digital search and seizure in South Africa inline with international standards, best practises and case law.
 
The legal requirements of digital search and seizures in SA
Abstract
Internationally, The American Academy of Forensic Sciences has identified digital forensics as a forensic science. As a scientific-based discipline, digital forensics is premised on following set standards or methodologies in the above-defined processes, which are susceptible to inspection by judiciaries and should meet the same standards as other scientific and technical evidence to be admissible in court.
It is ironic that digital forensics first and foremost concerns forensic procedure, rules of evidence, legal concepts, precedents and processes and second to this, computers. It is argued that technical processes applied to digital evidence currently “do not have to pass any formal test” for digital evidence to be placed before courts. It is exactly because of this, that standards in this field play such an important role.
In light of the importance of standards or the important role standards should play in digital forensics as a science, standards, rules or protocols are proposed.
https://www.youtube.com/watch?v=1NzQ2nFsSKQ
 
 
 
Prof. Fulufhelo Nelwamondo
Executive Director, CSIR Modeling and Digital ScIence
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Fulufhelo Nelwamondo is an electrical engineer by training, and holds a Bachelor of Science and a PhD in Electrical Engineering, in the area of Computational Intelligence, both from the University of the Witwatersrand. He is a registered Professional Engineer and he is the Executive Director for the CSIR Modelling and Digital Science Unit. He is a member of the SAIEE, a senior member of the IEEE, and a visiting professor of Electrical Engineering at the University of Johannesburg. He was a post-doctoral fellow at the Graduate School of Arts and Sciences, of Harvard University. He is the youngest South African ever to receive the Harvard-South Africa fellowship and has been awarded many national and international research accolades, from organizations such as the IEEE, South African Institute of Electrical Engineers, National Science and Technology Forum, amongst others. In 2017, Prof Nelwamondo was awarded the Order of Mapungubwe in Silver, highest civilian honour bestowed by the President of the Republic of South Africa.
Fulufhelo has research and practical experience in software engineering, computational intelligence and optimisation in various applications. He has interests in exciting and emerging areas of software and technology applications including biometrics based system, data mining, modelling of complex systems, machine learning, optimisation and mechanism design. He has presented his work in various countries across the world, and has published over 100 peer reviewed papers in Journals, Book Chapters and conference proceedings. Nelwamondo has successfully supervised over 20 Masters and Doctoral degrees in Electrical Engineering, and in Computer engineering. He currently is a Council Member of the South African Institute of Electrical Engineers, and serves on the Department of Home Affairs Ministerial Advisory committee on Modernisation.
 
 
 
 
 
 
 
 
Pria Chetty
Executive Director, CSIR Modeling and Digital ScIence
Regional Director of EndCode
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I have worked in the area of Technology Law for over 15 years. I have a legal background and a Masters in Management of ICT policy and regulation. As the Regional Director of EndCode, I consult global regional and national trends in ICT law and policy and travel the African continent to advise clients on law and policy that promotes a positive tech-enabled future for Africa.  I have made various presentations and submissions at national, regional and international levels on emerging areas of technology law and policy and its implications on Africa’s future.  My academic work includes various publications journal articles, book chapter contributions and conference papers both domestically and internationally. My clients include tech multinational, tech start-up, governmental, non-governmental organisations both in Africa and globally.
Heading up EndCode and the work we do is part of my legacy and commitment to my continent’s rising. 
 
AUCC & CYBERSECURITY IN AFRICA
The Cybersecurity Challenge in Africa
Independent studies reveal that mechanisms of cooperation across national borders in Africa to solve and prosecute cybercrimes are complex and slow. Cyber criminals can defy the conventional jurisdictional realms of sovereign nations, originating an attack from almost any computer in the world, passing it across multiple national boundaries, or designing attacks that appear to be originating from foreign sources. Such techniques dramatically increase both the technical and legal complexities of investigating and prosecuting cybercrimes. 
National governments must grow their information security ranking through: an assessment of the strength of legal protections and progress for electronic transactions and data protection and to prosecute cyber criminals. A predictable environment with effective deterrence for computer crime is critical to competitiveness for countries that are growing their knowledge economy readiness. Africa is no exception.
Cybercrime also poses threat to the economic opportunities for the continent as a whole.   What is concerning is that cybercrime in Africa on the while have increased in sophistication and frequency likely aligned to infrastructural, legal and policy loopholes in the countries with weaker responses. 
Improving Cybersecurity Governance in Africa and the AUCC
Consequent to the challenges above, there is the need to promote African platforms and forums to promote effective cybersecurity governance. As a region, Africa must begin to cooperate to deal with cyber threats at national and regional levels. Moreover, the fight against cybercrime requires coordinated effort amongst all stake holders such as government bodies, educational institutions, business organizations and law enforcement authorities.  Particularly policymakers must be well informed and sensitized to cybersecurity governance. 
In a bid to address cybersecurity at a policy and regulatory level, the African Union Convention on Cyber Security and Personal Data Protection (AUCC/ Convention) was adopted on the 23rd Ordinary Session of the Assembly of the Union, Malabo, on the 27th of June 2014.  In broad terms it aims to define the objectives and broad orientations of the Information Society in Africa and strengthening existing legislations on Information and Communication Technologies (ICTs) of Member States and the Regional Economic Communities (RECs);
Primarily the Convention is concerned with the establishment of a Legal Framework for Cyber-security and Personal Data Protection that embodies the existing commitments of African Union Member States at sub-regional, regional and international levels to build the Information Society and address the need for harmonized legislation in the area of cyber security in Member States of the African Union.
This Convention is open to all Member States of the Union, for signature, ratification or accession, in conformity with their respective constitutional procedures and taking into account their existing commitments at sub-regional, regional and international levels. This Convention is not currently in force and shall enter into force thirty (30) days after the date of the receipt by the Chairperson of the Commission of the African Union of the fifteenth (15th) instrument of ratification. 
 
 
 
 
 
 
SUSAN POTGEITER
HEAD - STRATEGIC SERVICES, SABRIC 
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Susan heads up Strategic Services at SABRIC, a non-profit company created by the banking industry to support them in their fight against organised crime. She has been instrumental in visioning and facilitating the implementation of multiple interbank crime combating initiatives including the establishment of Banking industry CSIRT as first private sector CSIRT in South Africa.
She regularly engages with key stakeholders in Government and the private sector to explore opportunities to collaborate with the banking industry, in the fight against crime. Susan represents SABRIC and its members on various forums and participates in several national initiatives aimed at creating cyber resilience in the financial services sector.
An attorney by profession, Susan holds a LLM in Corporate Law and has worked with the banking industry in various capacities over the past 28 years.
 
Cybersecurity Collaboration
 
Abstract
The focus will be on industry collaboration as well as inter-industry and public private sector collaboration, based on the banking industry’s experience.  I will also share a couple initiatives that may be of interest to others who wish to initiate collaboration with their peers.
https://www.youtube.com/watch?v=ysRnVrcIhho
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Given Shingange is Co-Founder (with Prof Bruce Watson and Andre Zaaiman) and Director of the Institute for Defence, Security and Intelligence. He is also the Non-Executive Director of AvumaTech, a cyber security company based in South Africa, and Connecting The Dots Training and Consulting Services. He is also serves as a cyber security consultant for the South African Government.
Shingange is a former permanent force member of the South African National Defense Force (currently serving as a Reserve Force member) and a graduate of the South African Military Academy. He is currently pursuing his post graduate studies in Knowledge and Information Systems Management at Stellenbosch University.
 
NATIONAL CYBERSECURITY IN LIGHT OF FOREIGN TECHNOLOGY DEPENDENCE
 
Abstract
Foreign cyber technology dependence, especially in developing countries, presents an identified risk to its cybersecurity infrastructure.
 
South Africa like many other African countries is a consumer of foreign technology, especially ICT related technology. With some of the leading imports originating from developed countries that may not necessarily be seen as friendly, it is important for countries to make sure that in their development of the cyber security capability, they consider the risks that come with this reality. It is impossible to stop using foreign technology, but countries must at least be seen to be working on developing their own capability when it comes to the management of such technology. The challenge is not only when it comes to the tangible technologies that are imported, but also in how we follow guidelines that may be meant to keep us in a state of technology dependence.
https://www.youtube.com/watch?v=rTHe70DhVMY&t=36s
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Sizwe Lindelo Snail ka Mtuze holds a Baccalareus Legum (LLB) from the University of Pretoria with Tax Law and Cyber-Law electives and also an (LLM) from the University of South Africa (UNISA). He is currently registered with the University Of Fort Hare for an (LLD). 
He is an Adjunct Research Fellow at the University of Fort hare (UFH) since 2015 and Lecturer in Cyberlaw / IT Law (LLB and LLM levels) Sizwe is also a regular external examiner for Cyber Law / IT Law for LLB and LLM students. He used to be International Co-ordinator of the now defunct African Centre for Cyberlaw and Crime Prevention (ACCP) based in Kampala, Uganda. Sizwe Snail ka Mtuze is also a member of South African Information Regulator (SAIR) and member of Films and Publication Appeal Board (FPAB) since 2016 and 2017 respectively.
He is also co-editor and author of the 3rd Edition of Cyberlaw @ SA 3. He is also currently involved in the writing of 4th Edition Cyberlaw @ SA 4 to be released in 2021. He is the author of various articles on Cyberlaw in accredited and non-accredited journals both locally and internationally and has given ad hoc lectures for the Law Society South Africa (LSSA), Association of Certified Fraud Examiners (ACFE), University of Johannesburg (UJ),University of Witwatersrand (WITS),University of Fort Hare (UFH) and University of Pretoria (UP).He regularly comments on Cyberlaw / IT Law matters in in various South African journals, newspapers, television and radio talk shows.
He also presents papers and attends both local and international conferences (South America, North America, Europe and Asia) on Cyberlaw / IT Law matters. He also does in-house corporate lectures and presentation and regularly gives opinions to both the private and government sectors. He has a diverse client base of various private companies and government institutions both in South Africa and in Central, West and East Africa.
Sizwe Snail Ka Mtuze was a member on the ICT Review Panel of the Department of Telecommunications & Postal Services (DTPS), serving as a Chair of the E-commerce Committee (Digital Society as renamed) within the Panel sub-committees (2014 – 2015). Sizwe Snail Ka Mtuze also served on the National Cyber Security advisory Counsel of the DPTS. (2015 – 2017). 
He is also currently serving as Chairperson and previously Deputy Chair for the LSSA, E-Law Committee (2013 – to date). Sizwe Snail ka Mtuze is a ZADNA Mediator for Domain Name Disputes (2018 – to date) and a Trainee Adjudicator of the SAIIPL. 
 
THE INTERFACE BETWEEN CYBER SECURITY AND DATA PROTECTION
 
Abstract
Legal writers have omitted to investigate and analyse the important Inter-relations between Cyber Security and Data Protection. This paper will discuss the provisions of the Protection of Personal Information Act , Act 3 of 2013 in relation to the cyber security duties of Responsible parties and the right Data Subject as well as the statutory requirement of self reporting to the Information Regulator in the event of a cyber security breach resulting in a data breach.
https://www.youtube.com/watch?v=06dyUAGL44Q
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Senior Fellow for Cyber Leadership Pell Center for International Relations and Public Policy, Salve Regina University
Cybersecurity Consultant, Hathaway Global Strategies LLC
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Francesca Spidalieri is a cybersecurity consultant for Hathaway Global Strategies LLC and serves as Co-Principal Investigator for the Cyber Readiness Index 2.0 project at the Potomac Institute for Policy Studies. She is also the Senior Fellow for Cyber Leadership at the Pell Center for International Relations and Public Policy at Salve Regina University, where she leads the Cyber Leadership research project and the Rhode Island Corporate Cybersecurity Initiative (RICCI). In addition, Francesca serves as a cybersecurity subject-matter expert for the UN International Telecommunications Union (ITU), a Research Associate at the Center for Cyber Security and International Relations Studies at the University of Florence, a Non-Resident Fellow at the Kosciuszko Institute, and a Distinguished Fellow at the Ponemon Institute. Her academic research and publications have focused on cyber leadership development, cyber risk management, comparative organization analysis, and national cyber preparedness and resilience. She lectures regularly at cyber-related events in Europe and the United States and contributes to journal articles and other publications on cybersecurity and cyber policy matters affecting countries and organizations worldwide.
 
ASSESSING NATIONAL CYBER READINESS
 
Abstract
Increased Internet connectivity and digital technologies can be a powerful enabler of inclusive and sustainable economic growth and development, but only if the underlying infrastructure and devices are safe and secure. While most countries have started to launch broad digital strategies to realize the full potential of the Internet economy and stimulate economic growth, innovation, and modernization, few of them have devised comprehensive national cybersecurity strategies and regulatory frameworks to achieve both the economic growth and the national security goals they are seeking. Francesca Spidalieri will discuss the importance of being "cyber ready" and how countries can identify, assess, and manage national-level cybersecurity risks.
https://www.youtube.com/watch?v=9viCnq8ptmk&t=146s
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Mark Thomas is the VP Cybersecurity for Dimension Data Group. In his role, he is responsible for cybersecurity go-to-market solutions, cybersecurity technology portfolio, thought leadership through our innovation partners in NTT Group, and creating new business value in the Group’s security services portfolio. 
Formally, the Head of Cyber Intelligence in Earthwave and Dimension Data Australia, Mark created advanced threat detection services, threat intelligence platforms, and security response capabilities. Earthwave was the leading pure-play MSSP in Asia Pacific, providing ISO27001, PCI-DSS, ASIOT4, ASD certified managed and in-cloud security services. He was part of the founding team and held management and technical leadership roles from 2001 – 2013. He was responsible for driving mission-critical SOC operations in multiple geographies, as well as supporting sales and technical enablement to drive business growth and development.
Mark became a Dimension Data employee in 2013, following the company’s successful acquisition of earthwave, now part of NTT Security. Mark has over 18years experience in the cybersecurity domain, and is a member of AISA, ISACA, ISC2, serves on the SANS Advisory Board, and OASIS Cyber Threat Intelligence Technical Committee. He attained Bachelor of Science (Computer Science), and Bachelor of Arts (Philosophy, English) degrees from The University of Sydney, and holds CISSP, CRISC, CISM, CCSK, and other vendor security certifications.
https://www.youtube.com/watch?v=fDDNakdEKTg
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Chief Technology Officer, Symantec 
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Sunil Varkey is Symantec CTO & Strategist for its emerging regions, responsible as Security strategist involved in Thought leadership, Innovation and Evangelism with the objective to improve security posture of our stakeholders on a continues basis.
He has over 23 years of leadership experience specialized in various domains of Information Security with large corporates in Banking, Telecom, ITES and Manufacturing in Middle East, US & India.
Prior to joining Symantec, he worked as Global CISO & Fellow at Wipro, Head of Security & Privacy at Idea Cellular, GE, Barclays and SABB.
He has a bachelor’s degree in Electronics engineering with an M.B.A also CISSP, CIPP/US, GSNA, CISA, CGEIT, CRISC, SCF, ABCP, ITIL- V2 manager and Six Sigma GB certified
He participates in various advisory forums globally and has published and presented various articles related to information assurance domain. 3 of his patent applications on Information security is currently in consideration with the patent offices in United State. 
 
Cyber Security in the Digital Era
 
Abstract
In the current era of rapid transformational changes Cyber risk is increasing exponentially, impacting Trust which the foundation of the digital economy. With highly motivated adversaries, perimeters vanished and in distributed heterogeneous IT environment, the traditional approach to security is not adequate to sustain effectively. Enterprises are challenged with capacity and skill shortage, vulnerable and misconfigured systems, siloed security controls, blurred visibility and blind spots due to encrypted traffic and heterogeneous IT environments, stringent regulatory and compliance mandates and continues intrusion attempts.
To address these challenges, Symantec, Global leader in Next Generation Cyber Security, based on Zero Trust model launched ‘Integrated Cyber Defense Platform’ which provides centralized visibility, manageability and granular controls across IT business estate. Threat intelligence to solutions is from World’s largest civilian threat intelligence platform run by Symantec, analyzed by over 3800 security researchers globally helping enterprises to be effective and proactive in cyber defense.
https://www.youtube.com/watch?v=Uw11_lUk8nE
 
 
 
 
Chapter 9
Research Presentations
The call for papers received responses from over 20 researchers from Universities and research centers, mainly from South Africa but including a few international submissions. After a rigorous double-blind peer review process (of the abstracts and the final papers), thirteen papers were accepted for presentation at the conference. Some of the papers we recommended for consideration for the academic journal accompanying supporting this conference.  In this issue of the conference proceedings  just the abstracts are published. The intention being that the authors will have an option to review their submissions post the conference. A supplemental conference proceedings will be published and made available to registered conference participants, in which the final papers and summaries of the outcomes of the panel discussions will be included. 
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Abstract
The need for information in enhancing the flow of material and funds among trading partners is of great importance to organisations. This is because, for trading networks to be agile and resilient, and for supply chains’ structures, processes, and resources to be synchronized and integrated, the organisations within the trading network must share real-time information. However, securing this information is challenging as a result of the increasing extent with which information is being shared among the trading organisations. The serious consequences of information theft, loss or disruption necessitates the implementation of measures that provide effective information security. This study therefore tried to investigate and understand some of the important non‑technical measures that can help in the effective security of information among trading partners. An exploratory qualitative case study was adopted where participants were drawn from three different organisations which are part of an active trading network. 
A total of 21 respondents (13 from supply chain logistics organisations, and 8 from IT consulting firms) were interviewed for this study via a non-probability sampling technique. Additionally, a review of policies and documents (both electronic and hardcopy) relating to supply chains, and supply chains’ information security were consulted. All the interviews conducted were recorded and later transcribed and analysed with the assistance of NVivo to generate themes. The study revealed that technical measures only are not enough for information security among trading partners. Some non‑technical measures that could help in the protection and management of the information being used and shared among trading partners emerged as themes, from the coding and analysis of the transcribed data. The discussion of respondents (around the prominent themes that emerged) shows that well-defined and structured security policies, information security standards, frameworks and market practices, security education, training and awareness (SETA) and the continuous monitoring and auditing of the activities surrounding information are important and could help in the protection and management of the information being used and shared among trading partners.
 
Keywords: Information, Threats, Information Security, Non-technical Measures, Trading Partners, Supply Chain.
https://www.youtube.com/watch?v=Jltb0-2OMlY
 
 
 
 
 
 
 
 
 
Akandwanaho and Kooblal
An intelligent malware detection using a neural network ensemble based on a hybrid search mechanism 
Stephen M. Akandwanaho and Muni Kooblal
Richfield Graduate Institute of Technology, South Africa
 
Extended Abstract
Cyber threats have become increasingly dynamic and complex due to the fusion of technologies, networks and systems. As a corollary the artificial intelligence techniques have become the focal point for the cyber security research, as they are viewed to be more suited to tackling the modern cyber threats. Specifically the generalization performance capability of neural networks enables them to lend themselves to a whole gamut of cyber risks including emerging threats. This is different from domain specific techniques whose customized function restrict them to a specific type of threat, hence increasing the risk of threats going undetected.  
In this paper, a neural network ensemble for malware detection is proposed. The approach is based on a hybrid search mechanism where the optimizing of individual networks is done by an adaptive memetic algorithm together with Tabu Search, a local search optimization algorithm that is deployed to improve hidden neurons and weights of neural networks. The adaptive memetic algorithm combines global and local search optimization techniques to overcome premature convergence and to obtain an optimal search outcome. 
The neural network ensemble using memetic algorithm (NNE-MA) is compared with well known optimization techniques on a similar set of datasets. The optimization techniques used for the experiments and comparative analysis are Genetic Algorithm (GA), Ant Colony Optimization (ACO), and Particle Swarm Optimization (PSO). The neural network ensemble is then combined with each of these techniques for feature selection optimization, which results in neural network ensemble using genetic algorithm (NNE-GA), neural network ensemble using ant colony optimization (NNE-ACO) and neural network ensemble using particle swarm optimization ( NNE-PSO) respectively. The proposed approach is tested on a multivariate data sample with both malicious and benign features. 
The results demonstrate that the proposed approach is able to detect malicious features timeously and with less computational complexity. The NNE-MA achieves faster convergence, as well as reduced data dimensionality. This in turn averts premature convergence where the search process gets stuck into local optima without yielding the optimal solution. From the experiments, optimal convergence is obtained by NNE-MA due to it being more adaptive and intelligent, when exposed to malware data with nonstationary optima, than the existing methods. 
https://www.youtube.com/watch?v=6Hb0GezPkyU
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USING BLOCKCHAIN ASSOCIATED TECHNOLOGIES TO CREATE A SUPPLEMENTARY TOOL FOR WEB-ARCHIVING
 
John E. de Villiers
JohnEthan.deVilliers@mandela.ac.za
Andre P. Calitz
Andre.Calitz@mandela.ac.za
 
Department of Computing Sciences
Nelson Mandela University
Port Elizabeth, South Africa
 
Extended Abstract
The temporariness of URL citations and the inability to verify whether a given document is identical to the originally intended one, has been a problem due to the lack of a complete web archive. Blockchains and by association, cryptocurrencies appear to be at the end of their current hype cycle. Ethereum is a Smart Contract platform with an associated cryptocurrency, Ether. The challenges facing Ethereum are identical to those which the entire industry faces. Two specific challenges, which have been tackled in this paper are, the presence of a timestamp, which cannot be trusted and a means to transfer the cost of computation whilst deriving some of the benefits associated with blockchains such as non-repudiation. Possible solutions to these problems when doing web archiving were identified using the Design Science Research Methodology and were evaluated using regression analysis and in a real-world, decentralised application called Repudiation Chain. 
The results of the study indicate that Ethereum’s timestamping can be supplemented to reach an emergent trusted timestamp, computational costs can be transferred to the user assuming that the process, which requires computation is deterministic and transparent, and that “perfect” information is provided to verify the process. The Repudiation Chain can be used successfully as a supplementary web-archival tool. When compared to a similar service, Proof of Existence, Repudiation Chain is generally less expensive to use and is not operated for profit, thus alleviating some fear regarding conflicts of interest, whilst providing greater utility. Repudiation Chain can store more information and metadata than Proof of Existence per unit of currency. Repudiation Chain also provides a greater level of privacy than Proof of Existence. Additional avenues of research were identified such as extending Repudiation Chain to be a token-based application.
https://www.youtube.com/watch?v=-lmVnly5i4c
 
 
 
 
 
 
 
 
Lubua and Pretorius
Ranking Cybercrimes based on their impact to the society
Dr. Edison Wazoel Lubua (1)(2), & Prof. Philip Pretorius (1)
(1) North-West University
	Institute of Accountancy Arusha

 
Keywords: cybercrimes, business continuity, ICT controls, Africa
Introduction 
This study was developed respecting the current trend of technology adoption, where human life is more interlocked with the use of information systems (IS) (Farooq, Waseem, Khairi, & Mazhar, 2015). The interconnectedness of different objects with the technology, comes with benefits and challenges, especially those associated with cybercrimes (Leloglu, 2017). The literature acknowledges the existence of different forms of malicious attacks; some of which target data, financial fraud, child abuse, sextortion, illegal markets, intellectual property rights and even terrorism (Bendovschi, 2015; Salifu, 2008). All nations are exposed to these criminal acts, however, the magnitude is characterised by political, cultural or economic reasons of the implicated society (Jahankhani & Al-Nemrat, 2011).
The current study considers recent reports on the attack of large companies, as a wake-up call to cybercrime stakeholders.  For example, large companies (such as Reckitt Benckiser, FedEx and Maersk) had to face a significant loss due to extended system downtime (Palmer, 2018; Osborne, 2018). Furthermore, it is estimated that until the end of 2019, cybercrimes will cost the world community the sum of US$ 2 trillion (Lewis, 2018; Moar, 2018). Given a country like Tanzania, with an approximation of 55 Million citizens, with the annual budget of US$ 5.3 billion, the amount to be lost in cybercrimes could support its annual budget in 377 times (Mpango, 2018). With this severity, understanding cybercrimes (mostly affecting the world community and the region) is of great value in planning for business continuity. 
Contextualisation of the study
The safety of people and their properties is key for the development of any society (Bendovschi, 2015). Unfortunately, there is a shift of traditional crimes to electronic platforms. The ultimate reason for these crimes (cybercrimes) is to disrupt business infrastructure, steal business information and cause financial harm (Leloglu, 2017; Moar, 2018). Regardless of efforts by stakeholders to address cybercrimes, their number increases on a daily basis (Fazlida & Said, 2015; Kaspersky, 2017).  On the other hand, candid protection is unlikely, if the society is not well informed of the current trend about the nature of prevailing cybercrimes. This study, addresses the gap by determining cybercrimes highly reported through online media in 2018. Further to this, the study determines crimes perceived to impact organisations in the local African context. The study is guided by the following objectives:-
i.)	It identifies top cybercrimes reported in 2018 through online media
ii.)	It identifies top cybercrimes perceived to affect organisations in the African context
Conclusion 
This study was conducted with the assumption that understanding the global trend of cybercrimes, and that of the African context would assist organisations and associated stakeholders, to have a well prepared plan for their business continuity. With regard to this, the following cybercrimes were highly reported, globally, in 2018: Illegal system interference, computer related fraud, data breaches, identity related crimes, and child pornography. The following cybercrimes were considered to highly impact organisations in the African context: Illegal access, publication of false information, illegal devices, computer related forgery, computer related fraud, and identity related crimes. A closer look to results from the African context suggested that illegal access opens the door for the rest of the crimes, including those which are highly reported, globally. Therefore, the reported high level of illegal access to the infrastructure in the African context, could lead to more impacts on the continuity of local businesses, should the infrastructure become a target. On the other hand, computer related fraud, and identity related crimes featured to both contexts of analysis. To address the inadvertent occurrence of these cybercrimes, it is necessary for stakeholders of information systems to capitalise on designing controls for preventing illegal access. Further to this, individuals authorised to access business information systems need to be monitored as well. In the latter case, the business has the right to monitor the use of its information systems by its employees. At the individual level, it is necessary to raise the level of user awareness, on how to address cybercrimes.
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Background: Students are potential victims of cybercrime attacks due to their dominant online presence. This descriptive study was aimed at identifying a gendered awareness difference towards Online Social Engineering.
Methods: The research instrument was approved, and an 83-item close-ended questionnaire was manually distributed to Pietermaritzburg students of the University of KwaZulu-Natal and uMgungundlovu FET College. The data was analysed using descriptive statistics.
Results: A total of 361 students completed the survey. More percentages of male students showed social engineering awareness as compared to their female counterparts.
Conclusion: A gendered approach is needed to provide cybercrime awareness to students. Universities also need a continuous mechanism to assist in evaluating student’s cybercrime awareness knowledge as well as educating students about the prevalent online attacks. This is to address a gendered lack of cybercrime awareness amongst students.
https://www.youtube.com/watch?v=WK0pa9VwHj0
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Abstract
The continued rise in information security threats has created a sustained risk to the competitiveness of businesses using computerised technology, particularly in Africa.  It is posited that employees are the weakest link to the security of information systems across African businesses. The persistent affirmative campaigns in the fields of science, technology, engineering, and mathematics (STEM) has seen a steady rise of women employees entering the Information Technology (IT) industry. On one hand, this has presented new opportunities for women to play a more meaningful and significant contribution to IT in the advent of cyberfeminism. On the other hand, women now constitute great risk to the security of information systems. This emergent trend in Africa challenges the traditional paradigms where men accounted for higher percentages of sophisticated use of and threat to IT systems. The study applied the descriptive research design to describe the level of efficacy presented by women working in South African organisations. The intention was neither to formulate nor to test any hypothesis, but to use descriptive statistics to understand women’s efficacy, and the potential insider threat women could pose. A total number of 155 closed-ended questionnaires were distributed to women and men working in businesses operating in South Africa. 150 responses were obtained. A computerised statistical analysis software was used to analyse data. Results show that while both women and men had a reasonable understanding of information security tenets, women were perceived to be more cautious regarding how they expressed this understanding. The work is of significance to those in business practice in Africa because of the understanding that men will no longer be seen as the primary malefactors for information security threats. The implication for this study is that as more women are encouraged to pursue STEM disciplines, they will equally become weak links to the security of information systems.  It is theorised that gender will no longer be a factor in determining security threat. 
Key words: Cyberfeminism, Information security, Threats, Efficacy.
Introduction  
The continued rise in information security threats such as hacking, viruses, malware, and social engineering, has created a sustained risk to the competitiveness of businesses using Information Technology (IT) in Africa. Advancement in IT use by businesses in Africa, comes from investments by foreign multinationals in the continent, cross-border listings of foreign companies in local stock markets, and the rise in wireless transactions through the electronic payment of goods and services (Osabuohien & Efobi, 2012).  The use of advanced IT by multinational businesses has also brought to the continent sophisticated information security threats. Aladenusi, (2018) raises the concern that information security threats such as social engineering attacks through phone calls and unsolicited emails and short message services (SMSs) are on the rise in African countries such as Nigeria. Kenya has also witnessed an increase in computer malware and virus attacks on its small and medium enterprises (SMEs) (Makumbi, Miriti & Kahonge, 2012). While South Africa has been at the forefront of generating e-Skills necessary to raise information security awareness and also to address skills gap in the IT sector (Merkofer & Murphy, 2009) it has also witnessed its fair share of information security threats (Stander, Dunnet & Rizzo, 2009; Bougaardt & Kyobe, 2011).  South Africa is amongst the topmost country in Africa targeted by phishing attacks (Dlamini & Modise, 2013). 
While studies have shown that information security threats could be initiated from external attacks (such as phishing, viruses, or malware), employees are potentially disastrous as well (Willison & Warkentin, 2013). Colwill, (2009) confirms this by giving a human dimension to information systems security. It has been posited that employees are the weakest link to the security of information systems across businesses (Willison & Warkentin, 2013). Insider threats are not confined to western developed countries and more recent studies have shown similar occurrences in Africa (Aston, 2016). 
Security threats come from IT use and from people who are familiar with technology (Holt & Kilger, 2008). The persistent affirmative campaigns in the fields of science, technology, engineering, and mathematics (STEM) has seen a steady rise of skilled IT men and women geared towards enhancing business competitiveness in Africa. Importantly, this drive has seen more women entering an industry that was previously male dominated.  On the one hand, this has presented new opportunities for women to play a more meaningful and significant contribution to IT. On the other hand, women now constitute great risk to the security of information systems. 
Since decades, STEM disciplines have been male-dominated and as a consequence most information security threats were attributed to men, accounting for a higher percentage of sophisticated end-user attacks.  With a greater number of skilled women entering the IT fields and playing a meaningful role in business-driven technology, and in the advent of cyberfeminism which challenges the traditional paradigms, we postulate scenarios where increasing security threats will be bound to involve and include more women who have developed efficacy and confidence in the use of IT. 
Cyberfeminism is a movement that has often been seen as an insurrection of technology and systems that favoured men, and has progressively shaped women's efficacy to technology and systems that once subdued them (Wilding & Cyberfeminist International, 1998). On this account, we also postulate a time-bound growth of technically skilled women in IT, driven by an aggressive push for women to be more involved in STEM disciplines. This emergent trend in Africa challenges the traditional paradigms where men accounted for higher percentages of sophisticated use of and threat to IT systems. This work therefore examines how information security threats are now being usurped by gender roles, where men would no longer be seen as the primary malefactors for these threats. 
There have been limited studies that address the role and/or involvement of women in information security threats and we feel that this work may address these shortcomings in literature. Addressing the role of women in information security and the efficacy of technology use to drive businesses especially in Africa where this study is anchored, will enable us to have a better understanding of emerging gender role and how this is now changing. This paper provides a compelling opportunity to do so. We therefore describe: 
•	the extent to which information security threats have been usurped by gender in the advent of skilled women entering the IT sector, and
•	perceptions of information security threats by gender. 
The paper is presented as follows: section one places the context of women, cyberfeminism and the extent to which there could be dissimilar efficacy in addressing security concerns; section two reviews literature concerning women and gender biases in the field of IT and specifically the role of cyberfeminism movements; section three addresses the methodology used in the work, while the penultimate and concluding sections report on data analysis and what this means to businesses. 
Literature Review 
Gender and Information Technology
Studies on gender role in the field of IT presents pertinent perspectives such as differences in diffusion and the underrepresentation of women in this field, (Diekman et al., 2010) the level of skills and literacy mismatch (Kim, Kil, & Shin, 2014) and career choices differentiated between gender  (Gorbacheva, Craig, Beekhuyzen, & Coldwell-Neilson, 2014).  For decades, the prevailing paradigm has been that IT is a male-dominated field with studies showing that boys (in high schools), believed that their IT efficacy was much higher. Often the predominant notion is the measure of competency skewed in favour of males and particularly in favour of work tasks perceived as requiring physical power to produce output (Lucas & Steimel, 2009). Recent meta-analysis, however discounts many of the above notions (Siddiq & Scherer, 2019).
Culturally, in Africa, the prevailing belief is that certain positions are the preserve of men (Dolado, Felgueroso, & Jimeno, 2003).  This idea expresses itself in many academic discourses that document occupational segregation in favour of men (Stier & Yaish, 2014).   A review of literature as presented in Table 1 shows the different focus areas on gender studies in the field of IT. Many of these studies, however, tend to be skewed in favour of developed countries and underrepresent many of the gender assumptions prevailing in Africa.  
Table 1: IT gender studies 
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A review of Table 1 suggests that few studies in developing countries address the role of IT efficacy in women.   A common theme in the above studies is that globally, women are taking a proactive stance against technology and systems that once subdued them. Ray, Sormunen, and Harris’s (1999) study confirms that women believe that the use of computers makes them more productive. Jackson et al. (2001) consider that while women underutilise the potential of the Internet, they are more likely to use e-mail more frequently than men. Both Fountain (2000) and Khreisat (2009) acknowledge that a significant increase in the number of women in technical roles will improve human capital deficit, and enhance procedures and standards that will benefit the society at large. According to Diekman et al., (2010) there is a notable underrepresentation of women in the fields of science, technology, engineering, and mathematics (STEM), and this has limited women’s access to education, employment, and higher income (Hilbert, 2011). There has not been any clear indication that new technologies alone will change the male-dominated field of IT (Shirazi, 2012; Ben Moussa & Seraphim, 2017). Cai, Fan and Du’s (2017) empirical studies however, have presented cases contrary to this regarding inconstancies on the use of technology by gender. McGee’s (2018) study considers differences in ethnicity and race as contributors in determining the career progression of women.  
There has been an increased involvement of African women in STEM because of aggressive campaigns and empowerment programmes (Hilbert, 2011). STEM programmes are necessary for business innovative capacity, economic development, and global competitiveness (Beede, Julian, & Langdon, et al., 2011). According to Quiros, Morales, & Pastoret, al., (2018) studies undertaken in the United States (U.S.) show that in 2013, about 15 percent of graduates in computer science were women, and 24 percent the following year. Europe has equally witnessed an increase in the educational level of entrepreneur women in IT with most self-employed women in IT being managers or professionals (Quiros et al. (2018). 
With more opportunities for college and university educated women opening up in the IT industry, the more the industry will begin to realise untapped potential for progress (Beede et al., 2011).  Studies have shown that women with STEM jobs have earned 33 percent more income compared to women in non-STEM jobs (Seierstad & Kirton, 2015; Vokic, Coric, & Obadic, 2017). It is a concern that women are more likely to leave their professional job than men (Fouad, Chang, Wan, & Singh, 2017) and that men are more likely to sustain jobs in IT (Kelan, 2007; Chandrasekar & Prakash, 2011; Gupta, Jain, & Vashishth, 2017).
Efficacy, the cyberfeminist and information security 
Businesses driven by IT continue to report an increase in information security threats with the primary motive being personal gain (Padayachee, 2015). Information security threat disclosures in the U.S. health industry increased between the years 2005 and 2012, where “personal identifiable data were compromised in 74 percent of the cases and personal financial data were compromised in 22 percent of the cases" (Sen & Borle, 2015, pp.316). As the percentage of women in the IT sector increases over time, it is expected that cyber malevolency will extend to this group as well. The traditional discourse as reported by Boler, Sears, & Dwight (2006) on reconstructing long held fables presents common discourses regarding women in the cyber security space as follows:
•	Women are usually absent from the cyberfrontier
•	Women are usually in need of protection on the cyberfrontier
•	There is the invisible female teacher overshadowed by technology
•	The woman teacher is deficient without technology
•	Girls need to be policed (based in essentialism where males and females are believed to have dissimilar characteristics and dispositions (Burke & Singh, 2014; Vokic, Coric, & Obadic, 2017).  
Plant (2000) challenges the above notions and addresses the era of the “cyberfeminist virus” (p. 265) where efficacy in women using technology offers the potential to threaten systems and reinvent gender boundaries. Indeed Plant (2000) suggests that:
“Complex systems and virtual worlds are not only important because they open spaces for existing women within an already existing culture, but also because of the extent to which they undermine both the world view and the material reality to two thousand years of patriarchal control” (pp. 265).
The cyberfeminist movement has resulted in increased efficacy in women’s ability to use technology. Self-efficacy considers employees beliefs and their capacity to influence events that affect their lives (Bandura, 2010).The capacity to influence one’s own life has been the core foundation of motivation and performance (Bandura, 2010). 
Insider Threats
Cyberfeminism has resulted in more women acting as insider threats to organisational information systems. This was not previously the case. Past studies that had examined insider threats showed that 96 percent of the insider threats were from men (Keeney, Kowalski, Cappelli, Moore, Shimeall, & Rogers, 2005). Cappelli, Caron, Trzeciak, and Moore (2008) have shown that men were responsible for using programming techniques tools to exploit vulnerabilities present in information systems. These studies established that the threats perpetrated by men accounted for 80 percent of the confidential information being compromised. More recent studies by Kowalski, Cappelli, and Moore (2008) present a shift on the role women have played as insider threats and present results that place both men and women accounting for security threats in equal proportion. In support of this notion, Cappelli et al. (2008) found that theft of electronics asset, exploiting vulnerabilities of information systems for financial gain and fraudulent activities were perpetrated equally by both men and women. 
While taking cognisance of decades of studies showing that insider employees’ threats were mostly committed by men (Magklaras & Furnell, 2005), the rise of the cyberfeminist has started to challenge these assumptions. According to Hawthorne & Klein (1999);
“Cyberfeminism is a philosophy which acknowledges, firstly, that there are differences in power between women and men specifically in the digital discourse; and secondly, that cyberfeminists want to change that situation” (pp. 2). 
The unintended consequence of the cyberfeminist movement (not to be confused with cyber girlism which advocates for feminist rebellion in cyber space), has been the creation of complex images of women in the cyber space (Wilding & Cyberfeminist International, 1998). Cyberfeminist have adopted strategies similar to feminism such as strategic separation of having women only mailing lists, women only self-help groups, cyber chats, networks and even women only technology training (Wilding & Cyberfeminist International, 1998). What is interesting with this group is the propensity to present efficacy in technical skills displayed by men which can serve as threats to information systems. Indeed Millar (1998) identified with this concern in defining cyberfeminism as:
“A women-centred perspective that advocates women's use of new information and communications technologies for empowerment. Some cyberfeminists see these technologies as inherently liberatory and argue that their development will lead to an end to male superiority because women are uniquely suited to life in the digital age” (pp.200).
While the use of the term cyberfeminism has faded away, it would be important to address the remnant of these ideas and how far these ideas have permeated into women in workplaces. The extent to which efficacy advocated by cyberfeminism, could potentially serve as a security risk to systems, and the extent to which some of the ideas have filtered into African businesses and to women who are increasingly playing key technical roles in these businesses, is worth considering. The section that follows presents the methodology used to elicit insights regarding efficacy by women using IT, and whether women in Africa tend to present efficacy.
Methodology
The study applied the descriptive research design to describe the level of efficacy presented by women working in South African organisations. The intention was neither to formulate nor to test any hypothesis but to use descriptive statistics to understand women’s efficacy and the potential for women to become insider threats to business information systems. Descriptive research design has been used in social psychology and science as a method that helps gain a general overview of a topic of interest (Dulock, 1993).  The need for descriptive research is for the development of a body of work that can be used as a pre-cursor to empirical quantitative research designs, which point to what variables would possibly be tested. 
Study sample, instrument and date collection
The study sample was anchored on employees of both gender, sourced from small to medium scale enterprises (SMEs) in the Gauteng province of South Africa. A pre-sampling session was carried out with 5 participants. Results from this session enabled the researchers to identify suitable SMEs, that were active in the field of electronic commerce, banking, tax, audit, and insurance and which relied actively on IT to carry out business activities. A total number of 155 closed-ended questionnaires were distributed to the employees in these SMEs, based on a prescribed approach suggested by Daniel (2012). 150 responses were obtained. A non-probability sampling technique which was used methodically adopted Daniel’s (2012) steps in selecting a purposive sample. We intentionally targeted only those who work with IT within these businesses.
A plan was created to recruit and select technical people for elicitation of data, carefully preserving the anonymity of respondents. We were conscious that the sample did not fully represent the general profile of South Africa because it constituted intentionally selected respondents with technical proficiency. A questionnaire was developed for this purpose.  The purpose and benefits of the study were outlined in the introductory sections of the questionnaire. The approximate time of completion, and ethics, and privacy issues were also addressed in the questionnaire. 
Describing the data
A computerised statistical analysis software was used to generate descriptive statistics for gender. Gender was measured by dichotomous attributes where responses were coded as male = 1 and female = 0. The result shows that male participants accounted for fifty-three percent of the sample while females accounted for forty-seven percent.  Figure 1 represents gender distribution of the respondents. 
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Majority of the respondents’ highest qualification was a Bachelor's degree for both men and women and shown in Table 2 (55.1% for men 38.9% for women). About a quarter of the respondents had a Master's degree (30% for men and 22% for women). Of interest was that data reveals that women Doctoral holders were proportionately more than their male colleagues.
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From the sample taken, men were seen to have worked longer than women confirming IT literature which states that men have traditionally dominated the workplace, in particular STEM fields such as IT. Table 3 points this out as well, while also highlighting that close to 65% of the women sampled had between 2 years or less of work experience, contrasted to men sampled who had 26% of work experience, or less. This is interpreted to mean that there is an aggressive push to ensure that women are now entering these fields or a more radical view that perceives that opportunities opening up for men aren't as forthcoming as they have been traditionally.
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Analysis and Results 
Gender-based security risk and efficacy 
We tested efficacy by gender, and contrasted beliefs held by men and women regarding information security principles and risk by itemising 10 general constructs popular in information security literature and we carefully worded these constructs to elicit respondents’ security threat efficacy. We used SPSS statistical software to generate custom tables such as the one shown by Table 4. Responses to each item range from 1 (strongly disagree) to 5 (strongly agreed). A high score (4-5) indicates a lower risk of insider threat behaviour while a lower (1-2) suggests a higher risk of insider threat and therefore threat efficacy.
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Table 4 presents some very interesting insights. While all respondents strongly agreed with all the 10 constructs meant to establish strong mechanisms for businesses to protect systems from threats (insider threats) which was what we expected, what we realised was that women proportionally disagreed with all these tenets in greater proportion to men. We found this very compelling and we interpret this to mean that perhaps the shift and digital discourse presented in Hawthorne & Klein’s (1999) work is slowly expressing and presenting itself through women in African workplaces. We further investigated this difference in efficacy and security perspective by carrying out a normality test which is explained in the next section. 
Discussions
The protection of business information assets is a crucial behavioural trait requiring employees to be aware of security risk and to contemplate extra-role and protection behaviour as concise choices. The fact that data analysis presented dissimilar efficacy and perspectives between the choices made by gender could be troubling to organisations, because of the inconsistency presented by gender with regard to matters of information security. What is more concerning is that females were inclined to be less concise (many selecting neutral) on information security issues deemed important. We consider this as an information security risk in its own right.  We categorised the top 3 concerns where more women were indecisive or disagreed with these constructs in higher proportion to men, as presented in Table 5, and offer a proposition on how this can be addressed. 
[image: ]	 Technology is not Subjugation
In order to close the gap in security awareness, women should be made comfortable with technology and not see technology, as a way of subjugation (as sometimes prescribed in the older ideals of cyberfeminism). 
Mentorship
Businesses should establish mentoring programmes for women by women, for better understanding of the balance between security and privacy. Cyberfeminism addresses the issue regarding well informed women with technical skills helping shape and guide positively, less experienced women, to navigate the cyber security and information security space. 
Shaping and defining career paths to assist in behaviour 
Businesses should identify gaps on career growth for women in the cyber security space by establishing clear paths that address not only low participation but participation, that yields less security risks to corporate assets as this study has shown is likely to happen.
Implication to Practice
This study undoubtedly raises a growing concern that both genders have a critical role to play regarding the security of information held in business systems.  In the light of issues raised in section 4.1, 4.2 and 4.3 respectively, we believe businesses can benefit by expanding female participation in the cyber security space through training and employment programs, mentorship and of raising awareness regarding security risk. The study highlights that if participation is not managed carefully, then the chances that either gender becomes a malefactor to security threats are heightened.
Limitation of study and future research
This study research has limitations that present fresh and novel possibilities for important future research. Firstly, our results of the descriptive research may not in any way be used to provide a definitive answer regarding the efficacy of women and their potential to become insider threats to an organisation. It may not do so since the work has neither proved nor disproved any hypothesis. However having in mind this limitation, the descriptive research was seen as a useful tool in this and in many other areas of scientific research, where descriptive research design has been used. Since the descriptions are without hard quantitative rules, there could have been a number of ways to determine efficacy. However, we made effort to provide rigour in describing quantitative data obtained by assessing women’s predisposition for efficacy as provided in Table 4. Nevertheless, future research should further substantiate specific hypotheses and empirically test the hypotheses through scrutiny.  Also, data was obtained from 150 respondents. Future studies would need to extend this sample. 
Conclusion 
We place this study not as one that proposed to defy the important ideals of women and cyberfeminism on the use of technology, but rather one that is important in addressing the difference in gender perspective regarding information security. While we may acknowledge that some of the ideals held by these movements may have embraced and even influenced, the responses females gave to this study, the scope of this work was limited to the differences in efficacy regarding security threats. Perhaps further work would consider looking into the extent to which feminists’ movements may have influenced information and cyber security. Our work primarily addresses an important concern: namely, that efficacy towards information security particularly from women presented concerns to businesses and that such efficacy manifested differently in men. Indeed, information security threats are now being usurped by gender roles, in that men are no longer seen as the primary malefactors for these security threats. Although females are generally believed to be less prone to committing insider attack, as compared to their male counterparts, our research finding has discovered a new trend in this development. We consider such discernments as worrying to organisations. Our work has made propositions regarding what businesses could do about this. We hope that this work placed in the context of businesses operating in Africa presents exciting and useful insights that would shape how African businesses operate in the future.
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Our aim in this paper is to analyse the possible impact of the Cybercrimes and Cybersecurity Bill on the institutions charged with the responsibility to enforce it as outlined in chapter 6 of the Bill. The analysis is conducted using selected concepts from Institutional Theory. Assuming that the Bill has been passed and that all current fears and concerns from the various institutions and stakeholders have been addressed; we trust that our analysis will provide some insight on how from an institutional theoretic perspective, the bill will, at least from an enforcement point of view; impact Industry, Civil Society, Government and ultimately the ordinary South African citizens.
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Abstract
Information security breaches are one of the fastest growing trends in the world. The pace and progression exceeds what many corporate companies can handle. That is why companies cannot rely on security technology to help reduce the risk of being compromised only, however employees also need to be involved. The goal of the study was to test the relationship between communication models and information security compliance. The researcher identified communication theories, which would later be used to develop into a framework called Miscellany of Perception and Determinism (MPD). Ten factors were extracted from this framework to test the relationship between communication and information security compliance at organizations. The MPD Framework shows that there is a significant relationship between the dependent variable Information security compliance and independent variables (communication factors) like Media Appropriateness, Reason for Communication, Non Conflicting Interpretations, Feedback Immediacy and Personal Focus. The findings also show that personal focus, non-conflicting interpretations, feedback immediacy, media appropriateness, and reason for communication explain 61.3 percent of information security compliance. The implications of these findings is that communication mediums used by organizations are generalised and do not consider user experience for promoting understanding thus influencing behaviour. Findings show that once policy communication includes the consideration of personal focus, feedback immediacy, non-conflicting interpretations, media appropriateness and the reason for communication, organizations have a greater chance of improving employee security compliance. 
Keywords: Information Technology, Policies, Perception Theories, Determinism Theories.
Introduction 
 Information security breaches influenced by insider threat is one of the fastest growing trends in the world. The pace and progression of security breaches exceeds what many corporate companies can handle. Security expert Caleb Barlow states that a total number of 2 billion records were lost or stolen around the world (Balow, 2016). Information security breaches cost companies 450 billion dollars in profits in 2016. The IBM Security and Ponemon Institute study published in 2018 reports that the global average cost of a data breach is $3.86 million, which increased by 6.4 percent from 2017 (Ponemon Institute, 2019). This loss included the cost of each stolen record, the cost of reputational damage as well as legal fees. Caleb Barlow states that the reason for the inadequacy of protecting companies from information security breaches is their policies. Research by  (Zadelhoff, 2019) states that one of the causes to information security breaches is a naïve system user Users may be unaware of the role they play in protecting their organization. The direct causes for ineffective communication include, poor conceptualization of the message, using inappropriate platforms/medium and poor listening skills (Maurice Odine, 2015).Communication failures are said to be the major cause for error in the operating room (Lingard, Espin, Whyte, Regehr, Baker, Reznick, Bohnen, ,Orser, Doran, 2004). Research states that employees have a need to feel like they are involved  and to feel appreciated (Maurice Odine, 2015). This helps influence how they behave or act towards a specific subject. The researcher states that employees can only be proficient in the workplace when they have enough information and the same employees can only perform well if there is two-way communication between them and their managers. (Maurice Odine, 2015). The following research tests whether communication influences employee security compliance.
Research Objectives
The objective of the research is to prove or disprove the hypothesis derived by the researcher by testing employee compliance to information security policies by identifying the relationship between the communication of an information security policy to staff members in an organisation and their compliance to that policy.
Literature Review  
Information security governance 
The well-being of the organization depends on corporate governance (von Solms & von Solms, 2004). An organization’s board of directors makes the strategic decisions within an organization. This gives them the final say on major IT investments. Research states that securing the organization’s information assets is the sole responsibility of its Board of Directors and top management. This means there needs to be assurance that information security governance is enforced and adhered to (von Solms & von Solms, 2004). Below is an illustration of corporate governance.
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Major corporate companies are becoming the main target for information breaches mainly because of ineffective communication of risk in information security. In 2016, Standard Bank’s systems were breached, and access to customer credit card details was compromised. This attack resulted in the loss of millions of rands.Companies like Standard Bank have steering committees and management committees. However; management may not communicate effectively information security policies discussed at their meetings across the lower levels of the organization. Top management understand the risk, but the average employee does not. 
Standard Bank’s 2013 report states that it has implemented a well-organized IT governance framework (Hosken, 2016). The report further states that Standard bank provides support of cost effective management of resources and the optimization of processes that they mitigate risk. However, three years later 300 million Rands was stolen from the company. Top management should emphasise secure handling of information assets and the repercussions of not doing so. Regular information security and awareness training effectively maintains the expertise of employees within the specific functions (IT governance institute , 2006).The transmission of good information management practice must be conducted in the daily operations of employees, thus considering information security in all processes (The Government Information Security Management Board, 2009).
Compliance and Insider Risk
Compliance at organizations makes sure that business processes set out by management are performed as expected by employees (Cannon & Byers, 2006). More and more organizations are concerned about abiding by the law and legislation in order to avoid fines for non-compliance. Proving compliance is often a challenging activity for an organization (Cannon & Byers, 2006). Research by (Siponen, Mahmood, & Pahnila, 2009) states that negligent employees pose a serious risk to the security of the organization. Their research showed that “the visibility of the desired practices and normative expectations of peers will provide a solid foundation towards employee compliance”.
Research has found the following reasons contribute to employee compliance to information security policies:
•	Internal employees are the biggest risk to organizational information. Employees are said to (involuntarily) create risks within the organization (Siponen, Mahmood, & Pahnila, 2009). That is why people must know and understand why policies are put in place and why controls must be adhered to. 
•	Organizations have adopted the same style of communicating policies, which outline how daily procedures are conducted in order to reduce risk, but memorizing a policy document is not the most preferred approach for any employee. 
The least complex and most overlooked threat to information security comes from the user of the system. The main reason is that users know how the system works and may understand its infrastructure, however users are unaware of the security requirements and risks that that come with using that system. It is often the case with organisation, where a great deal of money is invested in technical solutions for security. However, the human factor receives little or no investment (Maqousi, Balikhina, & Mackay, 2013).
	Lack of common understanding 
Rani, (2016) states that in order for communication to take place there needs to be an understanding of the communication environment and the barriers that inhibit the message from being successfully sent or received. (Luneburg, 2010) focuses on school administrators communicating effectively states that every step in the communication process is necessary for effective communication. The researcher identified factors that inhibit this process, referred to as process barriers. 
One is encoding barriers, which is when receiver fails to understand the message sent across from the sender due to language barriers. The same logic applies when technical jargon is used. 
The development of communication approaches changed over the years. In the past communication was more focused around people. Communication was linear from the top to the bottom levels of the organization (Narula, 2006). This is where research for analysing the practicality of information senders in fulfilling the enlightenment, this research found that the nature of the information need influences the channel that would be used. It went on to find that the least used channels were the ones that had the most effectiveness at arriving at solutions (Trauth, Kwan, & Barber, 1984). The research further states that new technologies for presenting information did not influence the value of the transmitted information by the objective measure. Another aspect of their research found that the characteristic of the given channels states that the context of the information should be considered in order to select the type of channel used to deliver the message. This comes with the results from another researcher that states that the type of information lends itself differently to the organizations available channels (Trauth, Kwan, & Barber, 1984).
Theories for Communication
Research has differentiated how communication can influence behaviours and group decision making using two views. The first is that communication is viewed as a medium of the group’s interaction. Therefore, the channel for the outcome of several factors on group decision processes. The subsequent point is that communication can be viewed as constitutive of the decisions made within the group. Communication, therefore, is the driver and influencer for decision making, rather than just a channel. There are different ideas around communication. The researcher performed a review of available literature and found theories that were best suited for this research.  Below is a combination of theories identified by the researcher in order to develop the MPD Framework. 
Communication Theory
Communication is a central part of human interaction. An article from the Nursing Standard states that among the most significant goal for nurses is to have effective communication for them and their patients (Casey & Wallis, 2011). It further states that it is part of the national benchmark to assess communication including the appropriateness of methods used in order to care for patients effectively. The functional communication of an information security policy is the starting point to a successfully implemented information security program. If there is no direct alignment to the policy and knowledge of the user, the reception of the policy will not resonate with the end user, resulting in noncompliance. In every communication process, there are two main players, the sender and the receiver. The individual who initiates the communication is the sender and the receiver is the individual to whom the message is transmitted. In terms of the current research, the sender is the organization’s management and the receiver is the employee. Management encodes the information security policy by selecting words, gestures, and mediums to compose the message. The encoding process can take the form of verbal, non-verbal, or written language (Lunenburg, 2010).
Media Synchronicity Theory
Research states that a majority of communication processes used to promote shared understanding, performed by more than one employee, require the use of both convergence and conveyance processes. The use of two processes increases communication performance (Dennis, Fuller, & Valacich, 2008). Conveyance is based on the transmission of large amounts of raw information (information quantity) and retrospective analysis. This means that individuals do not have to transmit and process the information at the same time (information processing time). On the other hand, convergence is based on the transmission of higher level abstractions of information. It requires less deliberation on new information. This means that for individuals with shared mental models, the encoding and decoding of new messages is faster (Dennis, Fuller, & Valacich, 2008). Burke and his colleagues state that synchronous communication is a significant factor affecting interpersonal communication and teamwork. Various types of media is used synchronously meaning communication takes place at the same time. Media used asynchronously does not take place at the same time (Dennis, Fuller, & Valacich, 2008).
Media Richness Theory
Daft and Lengel’s research from 1986 stated that the Media Richness theory is rooted from the assumption that organizations process information in order to decrease the level of uncertainty and equivocality. The latter is defined as the ambiguity of the task, caused by conflicting interpretations about a group or the surrounding environment. Uncertainty is defined as the difference between the amount of information required to perform and complete a task and the amount of information already possessed by the organization (Dennis & Kinney, 1998).In summary the above means that when equivocality is high, an individual will not know what questions to ask and when uncertainty is high the group knows the question but lacks the necessary information to process. Therefore the more information you have the less uncertainty and equivocality you have (Dennis & Kinney, 1998). It was also noted that written media was preferred for certain tasks that have unequivocal messages while face to face is better for messages containing equivocality (Dennis & Kinney, 1998). Daft, Lengel and Trevino created a media richness hierarchy, which is comprised of four media groups: face-to-face, telephone, addressed documents and unaddressed documents.  In order to determine the richness of media the following factors are considered: feedback capability, language variety, social cues, and personal focus. Based on the abovementioned factors face to face media is the richest. The second is telephone, followed by email and then letters and memos (Dennis & Kinney, 1998). Daft and colleagues conducted Media Richness Theory study in 1987, which tested the choice of media and not the use. The tasks in the study were made up of communication activities, for example, the explanation of a technical matter. These were not organizational information processing tasks used in the actual theory. The research gave managers communication tasks and asked them to select which medium they would use. There have been various studies conducted. However, the studies do not test that performance is improved based on the factors identifying media richness (Dennis, Fuller, & Valacich, 2008).
Combined theories for developing a framework 
From the above literature review we were able to formulate the Miscellany of Perception and Determinism (MPD) framework from architypes of communication theories and surrogates as shown by Figure 2, and to determine the strengths of each.  
[image: ]	 Developing Hypothesis
The researcher developed the following hypotheses for the MPD framework to depict the relationship between the variables as suggested from Figure 2. Figure 2 shows what variables are being studied and how such variables will be tested against each other.
•	H1: There is a significant relationship between familiarity (i.e. how well does the employee know the IS policy) and security policy compliance.
•	H2: There is a significant relationship between communication media (i.e. the type of media used to communicate the policy) and Security policy compliance.
•	H3: There is a significant relationship between information quantity (i.e. how much information is contained within the IS policy) and security policy compliance.
•	H4: There is a significant relationship between information processing time (i.e. how much time does the employee require to process and understand the policy) and security policy compliance.
•	H5: There is a significant relationship between reason for communication (i.e. how well the organisation articulation why employees should comply with the IS policy) and security policy compliance. 
•	H6: There is a significant relationship between media appropriateness (i.e. does the employee deem the media used to send the IS policy as appropriate) and security compliance.
•	H7: There is a significant relationship between non- conflicting interpretations (i.e. is the employee left with unanswered questions about how to comply with policy) and security compliance. 
•	H8: There is a significant relationship between uncertainty (i.e. similar to the above; however, is the employee unsure with regards to the requirement in the policy) and security compliance.
•	H9: There is a significant relationship between feedback immediacy (i.e. does the media being used enable real time or immediate feedback) and security compliance.
•	H10: There is a significant relationship between personal focus (i.e. can the employee understand how the requirements in the IS policy relate to their daily tasks) and security compliance.
Methodology
The study followed a quantitative approach to test the MPD framework and used the probability sampling design. The sample size comprised of 100 employees. The organisation where these employees worked had an information security policy. A closed-ended questionnaire was used as the primary data collection instrument to measure the perceptions, behaviours and attitudes of the target sample, which were employees. It contained questions derived from the media synchronicity, media richness and communication theories. These were based on each of the factors identified in the theories. A Likert scale was used to rate employee’s experience in communication postures of their information security policies and their individual compliance posture. The survey was sent for ethical clearance prior to distribution and upon receipt of ethical clearance, the questionnaire was distributed to 6 different South African organisations, ranging from banks, to consulting firms and insurance companies. The goal is to obtain feedback from employees working in organizations that have an information security policy.  Data collected was anonymised and could not be traced back to a specific individual. 
Data Analysis
The researcher used SPSS as the statistical analysis software. The analysis described, enabled the analysis, and interpreted results from the quantitative research in order to identify and present a logical flow of how the results speak to the overarching research question. Table 1 shows Cronbach’s alpha values elicited. It should be noted that alpha values greater than or equal to 0.9 means that internal consistency (correlation) is excellent. If the alpha value is less than or equal to 0.5, internal consistency (correlation) is very low and revising the items in the research instrument is recommended.  
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Descriptive Statistics
As part of the study, the participants were asked to provide their background information such as gender, ethnicity, age, highest educational qualification, and the size of their organization.  The questionnaire was structured to first get an understanding of the participants in the study.  What the study found is the following:
 
[image: ]	 Frequency of communicating IT Policies 
		It was noted that companies regularly communicate vision which had the highest percentage of communication occurrences, business project information came in second and training and development was the third highest frequency of communication. 
Methods of communication against effectiveness 
The data shows below the results obtained from participants measuring the importance of four categories of communication in order to help employees (effectively) perform their job. The four categories are made up of: i) face-to-face interaction, ii) electronic communication, iii) written communications, and iv) telephone calls
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[image: ]Based on the above results it was noted that participants have been compliant with the IS policy, majority of the participants further stated that they do take compliance seriously and that they align their daily tasks to the IS policy. Using the results obtained through analysis using SPSS it was noted that on average, participants agree that they take compliance seriously and align information security policy to their daily tasks.
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Factor Analysis
Research by Yong and Pearce states that factors are rotated to offer better interpretation. When a researcher has noted which factors to retain, those factors are rotated to eliminate ambiguity (Pallant, 2007). Factor rotation’s main purpose is to create a simplified structure that enables all items to load based on a minimal number of factors (Yong & Pearce, 2013). Factor rotation was created right after factor analysis was developed to help researchers to explain the results of a factor analysis (Osborne, 2015). Indeed, early methods were subjective and graphical in nature (Thurstone, 1938) because the calculations were labour intensive. Later scholars attempted to make rotation less subjective or exploratory. Using a principal axis factors extraction, the researcher has uncovered five latent factors that describe relationships between identified variables. These factors suggest various patterns for media synchronicity and media richness in communication can be used to communicate information security policy more effectively. The researcher used factor analysis to measure the suitability of the data and of sampling adequacy for variables identified within the theoretical model. The test measures the proportion of variance between items that form one factor. Below is the table of figures indicating the convergence of items for media synchronicity and media richness factors:
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[image: ]	 Correlation 
Parametric test for normal distribution was performed during analysis and the data was normally distributed. A positive correlation between compliance and the three communication architypes suggest that these three have a more overbearing influence on compliance than most other architypes presented in this study. A list of the correlation between compliance and other architypes identified in the study are shown in Appendix 1.  
[image: ]  	Regression 
A regression analysis helped the researcher examine the relationship between the dependent and independent variables. A positive significant correlation of compliance with non-conflicting interpretations, suggests that users are more willing to comply with security policies if the communication is less vague, easy to understand and that the perceived interpretation of its benefits resonate with the ideals of the employee.   This is shown in Table 7. 
[image: ]Normality was performed and the data assumes a normal curve A positive significant correlation of compliance with reasons for communication, suggests that users are more willing to comply with security policies if the reasons for compliance are well understood.    This is shown in Table 8. 
[image: ]Normality was performed and the data assumes a normal curve A positive significant correlation of compliance with personal focus, suggests that users are more willing to comply with security policies if the security policies do not conflict with their immediate personal goals and aspirations.   This is shown in Table 9. 
[image: ]From the linear regression analysis communication architypes of non-conflicting interpretations, reasons for communication, and personal focus significantly influence compliance of information security polices in much significant ways as opposed to other architypes such as communication media, task familiarity and feedback immediacy (see Appendix 1).
Discussions
Communication is the core enabler for business functions. Without communication no business can work effectively. The researcher took the study of information security compliance one step further by testing its influence on effective communication. The data showed that there is a strong positive correlation between personal focus regarding  how the employee’s daily tasks relate to the information provided, and Information security compliance (0.000). There is a strong significant correlation in predicting the dependent variable Information security compliance (0.486). Compliance was shown to also have a greater significant relationship with security risk. This finding supports most major findings on information security risk. We did not test this latter aspect. Correlation and regression analysis was performed, and resulted in the above hypotheses. Based on the outcomes of the tests, the overall significance of the research model was justified. However, five of the hypotheses were rejected, due to their insignificant values (where p<.0005).
    Hypothesis test results 
	A theoretical model was created based on communication, media synchronicity, and media richness theories. In order to test the theories and research model, ten hypotheses were developed and tested using confirmatory factor analysis (Pallant, 2016). Factor analysis was used to provide empirical results that would be closely related to the theoretical model. Because both the empirical result and theoretical model were similar, the researcher decided to proceed with the theoretical model for further analysis. The reliability of each construct in the model was measured using Cronbach Alpha coefficient values and all except media appropriateness were more than 0.7. This proposes that the internal consistency of the variables establish the research questionnaire that measures each factor. The outcome analysis is that the model’s significance is justified through the test results and five hypotheses were accepted while another five were rejected. 
    Hypothesis 5
There is a positive relationship between reason for communication and security policy compliance. A positive relationship between reason for communication and security compliance was assessed by hierarchical multiple regression. The p-value (.002) is less than .05 and proves a correlation between the two variables. Reason for communication was statistically significant to predict security compliance, where beta = .306 and sig value < 0.5. Therefore, the null hypothesis was rejected and the alternative hypothesis (H5) was accepted. In summary, when organisations emphasise the purpose (reason) for the need to adhere to the information security (IS) policy, then employees are more likely to comply. 
Hypothesis 6
    There is a positive relationship between media appropriateness and security policy compliance. A positive relationship between media appropriateness and security compliance was assessed by hierarchical multiple regression. The p-value (.005) is less than .05 and proves a correlation between the two variables. Media Appropriateness was statistically significant to predict security compliance, where beta = .280 and sig value < 0.5. Therefore, the null hypothesis was rejected and the alternative hypothesis (H6) was accepted. In summary, when media is deemed appropriate by employees, the security compliance is higher. This means that when (depending on the organisation) the appropriate media is selected to articulate the IS policy, more employees will comply.
    Hypothesis 7
    There is a positive relationship between conflicting interpretations and security compliance. A positive relationship between non-conflicting interpretations and security compliance was assessed by hierarchical multiple regression. The p-value (.000) is less than .05 and proves a correlation between the two variables. Non-conflicting interpretations were statistically significant to predict security compliance, where beta = .510 and sig value < 0.5. Therefore, the null hypothesis was rejected and the alternative hypothesis (H7) was accepted. In summary, the higher the non-conflicting interpretations, the higher the security compliance. This means, when employees understand what is being said and have no questions about the IS policy, then they are more likely to comply with the IS policy.
    Hypothesis 9
    There is a positive relationship between feedback immediacy and security compliance. A positive relationship between feedback immediacy and security compliance was assessed by hierarchical multiple regression. The p-value (.000) is less than .05 and proves a correlation between the two variables. Feedback immediacy was statistically significant to predict security compliance, where beta = .288 and sig value < 0.5. Therefore, the null hypothesis was rejected and the alternative hypothesis (H9) was accepted. In summary, the higher the feedback immediacy, the higher the security compliance. Therefore, when the media selected enables realtime or immediate feedback from both parties(organisation and employee) when  the IS policy is being sent to them, then employees are more likely to comply.
    Hypothesis 10
There is a positive relationship between personal focus and security compliance. A positive relationship between personal focus and security compliance was assessed by hierarchical multiple regression. The p-value (.000) is less than .05 and proves a correlation between the two variables. Personal focus was statistically significant to predict security compliance, where beta = .486 and sig value < 0.5. Therefore, the null hypothesis was rejected and the alternative hypothesis (H10) was accepted. In summary, the higher the personal focus, the higher the security compliance. This means that when employees can relate to what is required of them from the IS policy persepective then they are more likely to comply. 
    Implications of Hypothesis 1,2,3,4 and 8
H1: There is a negative relationship between familiarity and security policy compliance
A negative relationship between familiarity and security compliance was identified by hierarchical multiple regression. The p-value (.224) is greater than .05 and suggests that there no correlation between the two variables. The factor was not statistically significant to predict compliance either, where beta = .025 and sig value < 0.5.
H2: There is a negative relationship between communication media and Security policy compliance
H3: There is a negative relationship between information quantity and security policy compliance.
H4: There is a negative relationship between information processing time and security policy compliance.
H8: There is a negative relationship between certainty and security compliance.
It was noted that all the p-values are greater than .05, which suggest that there is no correlation among the variables and the security compliance. This means that when employees are certain of the tasks they need to perform, it will not directly affect security compliance. The same analogy applies to the other factors that do not correlate with the dependent variable. Information process time (β=0.464), information quantity (β=0.433) and Familiarity (β=0.259) have relatively higher beta values. This means that they are statistically significant to predict security compliance.  However, communication media (β=0.012) and certainty (β=0.100) have the lowest beta values contributing insignificantly to explaining security compliance respectively. The sig. value of all five factors is greater than .05. Therefore, hypotheses 1,2,3,4 and 8 were rejected. The study’s ultimate goal was to observe whether communication has any effect on the level of compliance from employees. This study may have been solely focused on information security policies. However, it is not restricted to security only. What has been discovered during the study can be applied to communication of policy within any organization.
Contribution
The contribution of this research to theory is that this research differentiates itself with other previous studies that touch on how communication influence compliance of security policies. This study aggregates various surrogates of communication modules and developed 10 architypes which are then tested against compliance (which was shown to increase risk significantly). The opportunity for richness of findings is demonstrated by how data was analysed. This study adds to literature by introducing the Miscellany of Perception and Determinism (MPD) to assist practitioners understand more about how users can increase compliance of policies they develop.  The MPD framework would have gone unnoticed without this organizational level data collection initiative.
Conclusion
The main focus behind the study was to test whether there was a relationship between information security compliance and communication. Communication was used as a basis for identifying factors that influenced the manner in which security policies were communicated to employees in an organization. Literature on communication theories helped in identifying these factors. These factors were then tested individually against the conceptual model for security compliance. The model that was developed in this study was known as the miscellany of perception and determinism (MPD) framework and was used to test these factors. The model shows that there is a strong positive relationship between the constructs, information security compliance, reason for communication, non-conflicting interpretations, media appropriateness, feedback immediacy and personal focus. All five of the above constructs explain 61.3% of security compliance. However, the strongest factors with unique contributing prediction power towards employees ability to comply with information security policies was observed to be personal focus and non-conflicting interpretations.  What was observed as well was that the communication mediums used by organizations were very general, vague and not specific towards inducing the desired change in behavior.  Findings show that the desired behavior change for policy compliance will come once policy is very specific, and is communicated in a way that encourages employees to consider ethical implications of non-compliance particularly when faced with moral dilemmas. That is why the constructs personal focus and non-conflicting interpretations had a stronger bearing in our model. We hope these findings will help organizations manage compliance of security policies better. 
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Shingange and Masombuka
SMALL-SCALE CYBERSECURITY: DEVELOPING CYBERSECURITY RESILIENCE WITHIN PROVINCIAL AND LOCAL GOVERNMENT
The South African government’s pursuit of widespread Internet access and the increasing use of and reliance on e-government services and the ubiquity of social networks, as well as the emergence of an Internet of Things (IoT) has given rise to exponential risks of cyberattacks. Additionally, the government is faced with the challenge of coordinating cybersecurity activities and data protection across the whole of government, which includes national, provincial and local government. The growing concern over the standard of cybersecurity of small organisations, provincial and local government highlights an imbalance in the way cybersecurity has been monopolised by national departments.
The continuous evolution of the cyberspace and the associated threats require a continuous adaptation in the approaches employed to build the resilient cyber defences on all levels of government. The different levels of government, especially the provincial and local government have to deal with different contexts as opposed to the national level. Lack of adequate cybersecurity measures at provincial and local levels may make it easy for attackers to gain a foothold on national critical information infrastructure given the interconnectivity of all these government levels.
The aim of this paper is to improve cyber resilience within the local government, to help reduce cyber risks and also build better cyber defence capabilities. This will be done through evaluating the National Cybersecurity Policy Framework and any other cybersecurity related policy or regulation against how the local governments are governed. Additionally, the aim of the paper is to understand the different cybersecurity drivers within the local government and to also determine the possible challenges faced by this government level when it comes to the implementation of resilient cybersecurity measures.
https://www.youtube.com/watch?v=DyI47vkW2Uo&t=2s
 
 
 
van Neikerk and Ramluckan
CYBER-SECURITY EDUCATION AND TRAINING TO BUILD A CYBER-RESILIENT SOUTH AFRICA
As cyber-security incidents become more prevalent, the need for skilled employees and management becomes more imperative. Global best practice indicates training and skills development is required, and often remains the responsibility of the leadership to ensure this is provided. Within South Africa there is a lack of specialist cyber-security training. In addition, there is no professional status for the cyber-security field by the relevant regulatory or IT professional bodies. The paper assesses legislative requirements for cyber-security education and training, and the available tertiary education modules and major vendor-neutral certifications available in South Africa to meet this requirement. The methodology used for the analysis of the legal and educational documents is thematic (qualitative) analysis. The study found that the available offerings for cybersecurity education in South Africa are very limited in in terms of the NQF levels available and they do not align to the training that will be required as outlined in upcoming legislation. Support structures and a high-level multi-disciplinary curriculum are proposed to close the identified gaps.
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Abstract In the recent past, some South African internet users may have questioned the reliability of online news, but not the role that search engines play in programming public discourse. This changed in 2018, when South African Twitter users accused Google of peddling misinformation. Xolisa Dyeshana tweeted to his followers that a Google Image search for the term “squatter camps in South Africa”, predominantly displays images of white people in squatter camps. Dyeshana argued that by neglecting to display pictures of black people in squatter camps, ‘Google Images’ was serving a white agenda. These statements ignited a Twitter debate featuring disinformation, conspiracy theories and talk about media coverage. The topic trended on Twitter, was shared on other social media platforms and was picked up by mainstream news sites. Many analysts blamed Google’s algorithm for displaying bias. In this paper the authors use this example in comparing the findings on six different search engines, to counter this argument. Search engines that are diverse in their scope and origin are used to prove that is it not the search engine or the algorithm that is biased, but rather the data that is biased.
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Introduction
In September 2016 the editor in chief of the Norway daily newspaper Aftenposten called Facebook “the world’s most powerful editor”, after the social network removed the so-called “Napalm Girl” or “The Terror of War” photograph of the Associated Press photographer Nick Ut from its platform. It formed part of an article of one of the Aftenposten’s journalists Tom Egeland in which he reflected on how photos changed historical warfare. The iconic image of the Vietnam War featured a nude girl, Kim Phuc, suffering from napalm burns over her body (Gillespie, 2018). A week later Facebook reinstated the photo, and its vice president, Justin Osofsky, explained in a statement how complex daily moderation of news sites are:
“There’s no clear line between an image of nudity or violence that carries global and historic significance and one that doesn’t. Some images may be offensive in one part of the world and acceptable in another, and even with a clear standard, it’s hard to screen millions of posts on a case-by-case basis every week” (quoted from Gillespie, 2018).
In the past journalists and editors were information gatekeepers who sifted through content, pinpointed stories to investigate, and decided how to present the end-result in a meaningful way to their audiences. It was understood that there were limitations to this method, and that the news served to audiences would display some form of implicit or explicit bias (Geber, 2017, p. 3). But, in the words of Geber:
“The information age brought unprecedented availability of information to the public: an exponential shift in the ability of individuals to produce and access content. As a direct consequence, society needed to discover new ways of filtering the deluge of information in order to make it humanly understandable and cognitively manageable.” 
For this reason, human mediators turned to machines to automatically filter information (Geber, 2017). Simanowski (2018) agrees, stating that with the advent of the internet, “reliable algorithms were necessary to keep communication in the new medium at least somewhat manageable”, whilst others argue that “algorithms have been part of human technology ever since the Stone Age” (Christian & Griffiths, 2016).
Geber (2017) defines algorithms to be “machine-based automated filtering processes” whilst Fry (2018) adds that algorithms are “the invisible pieces of code that form the gears and cogs of the modern machine age”. A computer executes an algorithm to bring about a computation, and “…having an algorithm is crucial, because only then can different computers perform a computation repeatedly and at different times,” (Erwig, 2017).
It is essential to understand the difference in the type as well as the quality of information obtained by algorithmic filtering; compared to those of original gatekeepers such as journalists, editors and producers (Geber, 2017). Geber’s statement is an important one to consider when studying the so-called “white squatter camps” case study in terms of the key question: what is the role of algorithms in shaping the key debates within a society? To address this question, the authors combined field research concerning the so-called “white squatter camps”-case study with open-ended qualitative interviews.
For the purpose of this paper, the authors are not analysing the incidence of images or dissembling the algorithms. They rather want to explain why images of white squatters drown out images of back squatter camps on the front pages of search engines. To this end, the authors interviewed role players who participated in the debate and consulted the appropriate analytical literature to develop a tentative argument on why this might be. The first interview was with Ernst Roets, the deputy chairperson of the South African civil rights organisation, Afriforum. Reason being, that Afriforum had been directly accused on Twitter of being involved in the “white squatter camps” incident. The second interview was conducted with Ferial Haffajee, a South African journalist and commentator. Haffajee wrote an editorial blog in HuffpostSA about the role of algorithms in the “white squatter camps” issue and the authors wanted to clarify the views Haffajee expressed in her blog. The questions in both these interviews focused on social media’s influence on the South African discourse about land reform. The key questions asked were, “What role do you think algorithms played in manipulating the public discourse around the matter?” and “Do you think the algorithms were biased in this specific case?”
After conducting the interviews, the authors used the functionalities of various international search engines to conduct an experiment concerning algorithms. The method and outcome of the study will be discussed in more detail in Section 3 below.
Land reform, Google, and Afriforum
On 13 June 2018, Xolisa Dyeshana tweeted to his followers that a search on “squatter camps in South Africa” resulted in pictures of ‘poor whites’ instead of the expected photos of ‘poor blacks’ in townships. In the discussion that followed Dyeshana’s initial post, many users accused Google of advocating the “white genocide narrative” in a quest to undermine the South African land reform process. For readers outside of South Africa the use of the term “land reform” in this context might not be familiar and might need some explanation and contextualisation.
“Land reform is one of the ways in which past racial exclusions and inequalities are being addressed in the ‘new South Africa,” (Hall & Williams, 2018, 1). In 1996, the Republic of South Africa’s Constitution gave a mandate to the Department of Land Affairs to “restore land to those unjustly deprived of land rights since 1913; redistributing land to those denied equitable access to it under segregation and apartheid; and securing the tenure rights of those excluded in the past from acquiring title to land” (Hall & Williams, 2018, 1). In a 2019 special report on South Africa, Time magazine reported that “land” is one of the most divisive issues plaguing the country:
“Between the townships and the well-appointed central business district are vast traces of unused land that, if developed correctly, could work to reverse the city’s apartheid legacy by providing affordable urban housing. However, as it is often the case when it comes to public land, history, politics, funding, government incompetence and prejudice are getting in the way” (Baker, 2019, 37).
Some, such as political analyst and journalist Max du Preez, argues that the land issue became part of the dominant discourse with the establishment in 2013 of the Economic Freedom Fighters (EFF), a Marxist Fanonesque South African political party. The EFF mentioned land reform prominently in their 2014 constitution, arguing that “political power, without economic emancipation is meaningless”. Du Preez (2018) also states that Julius Malema (the leader of the EFF), influenced the ruling party to put the land issue on the agenda of the ANC National Conference, held December 2017 at Nasreq, Johannesburg. At the end of the conference, the then newly elected ANC President formally made an announcement concerning land reform without compensation (Jansen van Vuuren & Celik, 2019). “The genie finally escaped from the bottle when Cyril Ramaphosa was elected ANC president and boldly promised renewal, rehabilitation and change,” states Du Preez (2018) who believes that for black South Africans land has become a ‘primary symbol’ of the ANC’s promised ‘better life for all’ at the advent of democracy. Despite these promises, the reality is “…that millions of black South Africans still live in shacks in over-populated, dangerous, and dehumanising slums in our cities and towns from where they travel to work four hours every day,” (Du Preez, 2018).
In the online discussion following Dyeshana’s original post about the white squatter camps search result on Google Images, twitter user @KingTsoanelo stated that the search engine’s results were a “sinister agenda to disturb land reform”. Thereafter, Ebrahim Seepe or @katlimen tweeted that “the conservative Afrikaner grouping Afriforum probably gave it [it assumedly being the photos or information] to Google when they went to the USA” to raise awareness about white farm murders.
In the authors’ interview with Afriforum’s Ernst Roets, he denies these claims and states that the “white squatter camp” phenomenon on Google Images could be explained quite logically: “White squatter camps are more newsworthy than black squatter camps. Because of the novelty, more articles will be written about white than black squatter camps.”. The prevalence of pictures featuring white people living in squatter camps in online news articles (most notably the article by the organisation Africa Check published on 22 May 2013, Do 400 000 whites live in squatter camps in South Africa?) would contribute to the pictures being displayed more prominently on a Google image search. Roets (2018a) added that, “in a sense we feel flattered that some twitter users think we have so much power over a large organisation like Google, but the reality is far from it. It is vital to understand the role of algorithms in digital communication, but currently we are not at the technical level where we can use Google algorithms on that scale”, (originally quoted in Jansen van Vuuren & Celik, 2019).
The internet is filled with memes poking fun at politicians and other public figures. When conducting a search, the authors found the following video in which a programmer used a clip from the “He-man”-franchise and replaced the head of “He-man” with that of Afriforum’s Ernst Roets. (https://twitter.com/graemeguerrilla/status/1039829719980621824?s=12) The so-called ‘evil villain’ head is replaced with a picture of Julius Malema, who is regarded to be one of the most vocal proponents of land reform. In the clip the two enemies are fighting, and the “Julius” head shouts at the “Ernst”-head: “You will never stand between me and my destiny!” This humorous clip is but one of the various memes that frequently pokes fun at the role players who take each other on in the social media sphere, and topics like “white genocide”, “farm murders” and “land expropriation without compensation” have proven to be favourites in this domain.
Consequent to the huge online debate and the resulting news coverage, an average online media consumer might think that the majority of South Africans want the country’s constitution to be changed to allow for land expropriation without compensation. However, in the Institute for Race Relations’ The Criterion Report (Vol. 1 No 2) it is established that “more than two thirds of South Africans believe individuals should have the right to own property, and 90% are opposed to the government being able to take away land they own themselves”. It seems to be in stark contrast to the robust debate raging about the topic on twitter and other social media platforms (Jansen van Vuuren & Celik, 2019). This is what Huffington Post South Africa’s editor-at-large, Ferial Haffajee refers to as the “Your timeline, my timeline” dilemma (Haffajee, 2018b). She emphasises that one’s social media timeline has a powerful influence on one’s assumptions, but that it is dangerous to conclude that social media is representative of (the South African) population.
Putting Google and other search engines to the test
Methodology
Haffajee (2018a) wrote an online opinion piece in which she uses the “white squatter camps” incident as a case study of how Google’s “easily skewed results” could “spread misinformation”. She argues that Google’s image representation is “a gross distortion of the national data on overall racial demographics in informal settlements” and “paints a false picture of South Africa's housing and poverty crisis”. According to Haffajee, Google’s search result will be “the main way that ordinary searchers around the world will be informed of how race is lived in South Africa”. Haffajee’s blog’s subheading points out that Google’s “algorithm increasingly runs our lives, yet it appears it can be manipulated by sites peddling racism or false information...”. However, in the comments that followed Haffajee (2018a) and in many other articles on the topic, online users have since defended Google by explaining algorithms’ functionality. This functionality gives algorithms “social power” over users. Fry (2018) also writes about the power of algorithms, stating that “history is littered with examples of objects and inventions with a power beyond their professed purpose”. According to Fry it is often “deliberately and maliciously factored into their design, but at other times it’s a result of thoughtless omissions” (Fry, 2018).
With this case study as well as with other incidents, Google has defended its use of algorithms whilst committing to expanding Googlebot. Googlebot optimizes search results by ranking content for their image results to represent “a more accurate representation of social realities” (Ritchie 2018, as quoted in Jansen van Vuuren & Celik, 2019).
One of the methods that Google uses to establish a webpage’s relevance or importance is a technique called “PageRank”. Rogers (n.d.) explains that PageRank is like a “vote of how important a page is by all the other pages on the Web”. Thus, other websites give your webpage a “vote of support” by putting a link of it on their website.
“Personalisation” is another method that allows internet tech companies to sculpt a user’s online experience (including the search results displayed to them) according to their previous online history. Therefore, “the algorithm can be part of the deployment of power, not just in terms of its function but also in terms of how it is understood as a phenomenon” (Beer 2017: 11). Haffajee and Rupia (2016) share a similar sentiment.
In an online newspaper-article, How does the Google Image search algorithm work - and is it racist?, Rupia (2016) explains that Google’s algorithms rely on more than 200 unique signals that make it possible for the search engine to guess what a user is searching for. The choice of the word “guess” is telling, as it highlights that the search engine does not make a qualified determination. Rather, it assumes based on the text and captions that anchors an image (Jansen van Vuuren & Celik, 2019). Barthes (1964: 6) explains ‘anchoring’ in this context:
“…anchorage may be ideological and indeed this is its principal function; the text directs the reader through the signifieds of the image, causing him to avoid some and receive others; by means of an often-subtle dispatching. It remote-controls him towards a meaning chosen in advance”.
Barthes (1964) also points to the importance of “point of view” and “context” in interpreting an image as the meanings conveyed by these “signs” (images) rely strongly “on the cultural and contextual situations in which they reside”. Thus, if the “Google Image” function figures out the content of an image based on the caption, certain biases may arise in the search results (Rupia 2016).
Although most of the online debates have centred on the algorithms being biased, one could rather argue that it is the data that is biased, not the algorithms. As Simanowski (2018) argues, “the quality of the input determines the quality of the output”. He uses the example of Microsoft’s AI chatbot Tay that was employed in 2016 to learn behaviour from Twitter users. “After just a few hours of interaction, @TayandYou was sending racist and sexist tweets and had to be removed from the web. Bad company is a bad influence on artificial intelligence as well,” (Simanowski, 2018).
Ritchie (2018) agrees, explaining that although Google has “some control over its algorithm that creates the biased search results, the search engine has almost no control over the content that is created by individuals through websites, blogs or forums, and how well connected those sites can be.” To prove this, the authors used the same key words used by Dyeshana, Haffajee and Ritchie on Google (“squatter camps in South Africa”) and conducted a search using search engines designed and hosted in other countries. The search engines chosen were Bing (Microsoft, USA), DuckDuckGo (USA), Yaani (Turkey), Yandex (Russia) and Baidu (China). The authors attempted to use the Nigerian search engine Naijoo, but the “photos” or image function produced photos of women taking ‘selfies’ – and thus that did not fit the search description at all. When using the term in Naijoo’s normal search bar (not the “image search”), it only displays news articles reporting on the so-called “white squatter camps” case study. It is important to note that the browser history was cleaned before conducting the search on each search engine.
When conducting searches using the key words “squatter camps in South Africa” on the various search engines, the authors found that each search engine usually gave us similar images on the first page of the results, although the order in which they were displayed might have differed (see the Figure i below). Baidu (the Chinese search engine) is not designed to search in the English language and upon the first search it produced somewhat irrelevant results. Therefore, “Bing translate” was used to translate the phrase “Squatter camps in South Africa” to “Simplified Chinese” and the search was then conducted on the search engine by using the key words 南非寮屋营地 in Mandarin. 
The results of the various searches are illustrated below in Table i and Figure i. It is important to emphasise that in terms of this study, the “data” investigated is data generated by the internet (thus website content). The authors did not make use of methodologies such as content analysis or discourse analysis, as it is the ranking of the data displayed on the search engines that is of interest.
Discussion
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  Table i: Search Engine Results
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Figure i: Same data, same internet, different algorithms. Similar profiling or categorisation
The six search engines had different programmers and originated in diverse countries. It is fair to conclude that none of the companies that designed or host these filter bubbles on their servers use the same algorithms, because of commercial proprietary or “closed source software” (Jansen van Vuuren & Celik, 2019). Also, generally one would not be able to access and download the source code of the search engines, as it is not open source. One could therefore conclude that search engines cannot influence through its programming source code. Many of the analysts and journalists reporting on the “white squatter camps in South Africa” incident blamed the algorithms. Yet based on the arguments above, the authors argue that the algorithms behind all these search engines cannot simultaneously contain the same bias (Jansen van Vuuren & Celik, 2019).
These search algorithms learn how to index the online content based on the data sourced from the internet. We ran the same search phrase “squatter camps in South Africa” on different search engines and obtained images with an almost identical categorisation or racial profiling (as can be seen in Table i and Figure i. Thus, if the algorithms are not shared amongst these software companies, then the only thing one can blame the similarities on, is the data itself, which is created by internet users themselves.
The case study investigated in this paper illustrates that the data generated by social media users will in future increasingly challenge the companies that host these sites. In 2019, after a massacre of 50 worshippers at two New Zealand mosques were streamed live on the online message board 8chan, Time magazine debated on the question if it would help blocking platforms that are often frequented by extremists. “Much of the far-right content originating on 8chan is already everywhere, including the biggest platforms on the web – YouTube, Facebook, Twitter and Google” (Krasodomski-Jones, 2019, 18). Thus, the conclusion was that it would be short-sighted to ban certain platforms from the internet, because “the myopic focus on eliminating hateful content from the Internet fundamentally misses that it is the community – not the content – that drives radicalization”.
Potential future research on the role of algorithms within society
““It is easy to get caught up in a kind of sci-fi dystopia of automated machines and the potent powers of intelligent environments” (Beer 2017: 11).
“The initial praise of the Internet’s (individual) freedoms and (democratic) possibilities has given way to critique of its negative aspects: surveillance, narcissism, collective loneliness, self-tracking, the filter bubble, algorithmic regulation – to say nothing of dangerous side effects such as hyper attention, power browsing, addition to instant gratification, and ‘fear of missing out’,” (Simanowski, 2018). In the “internet of things”, algorithms are used for systematic problem solving and to create some order from the (sometimes) chaotic sets of data populated daily by users.
Within the same internet, role players with ideologies on the left, centre, and right of the spectrum, often use social media to advance their own agendas and to portray false narratives. Thus, the authors understand why twitter users would immediately make this assumption when looking at the “white squatter camps” case study. This indicates the importance for South Africans to understand how algorithms work; how and to what extent relative powers shape algorithms, and “how algorithms mesh into organisations, routines, decision-making and so on” (Beer, 2017: 11).
“Knowledge about algorithms makes us sensitive to questions about the correctness of a method and what its resource requirements are” (Erwig, 2017). Nonetheless the relations between algorithms and power require a broad conceptual and methodological palette from which the analysis might be developed, (Jansen van Vuuren & Celik, 2019). As Haffajee (2018a) argued in her online blog, algorithmic accountability is important and must be placed on the agenda of digital rights policy-building (Haffajee, 2018a). Thus, the authors suggest that this could be a topic for broader future research.
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Abstract
South Africa is one of the African nations with the highest internet access rate. Despite this high connectivity, South African scholars have argued that the rapid spread of mobile phones and interactivity caught up with the government before it had a chance to put a definite cyber strategy in place (Von Solms 2015; Jansen van Vuuren 2016). With more South Africans gaining access to the internet, the risks of citizens’ exposure to cyber threats are rising. The Institute of Risk Management South Africa has ranked cyberattacks amongst the ten highest risks threatening the country. The large number of South African citizens growing up without regular or sustained exposure to technological devices and broadband internet access makes them vulnerable to online exploitation. This may in turn lead to the country itself being more exposed to security breaches and potential international cyberattacks. Whilst taking cognisance of the country’s unique African context, the authors begin the paper by explaining how international strategies and frameworks could be applied to the country. Thereafter they measure the performance of South Africa’s cybersecurity implementation according to this framework. Emphasis is given to the importance of adequate training in cybersecurity and cybersecurity awareness for South African and African citizens, in order to protect themselves against current and future online threats.
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Introduction
Society is largely dependent on data. This dependence relates not only to the physical data of individuals and society, but also to the relationship of this data with specific infrastructures. During his presidential term Barack Obama announced that the United States of America views cybersecurity as a top priority in the 21st century (Aitoro, 2008). In the last decade Europe and the USA have already embarked on several programmes that focus on these cyber issues. However, in this regard the developing countries of the African continent are lagging, and their citizens are facing a continuous threat of cybercrime. Although the threat may be mostly latent in some African countries, cybercrime is increasing in the continent and Africans must pay attention to it. Contemporary socio-economic realities (such as extreme poverty) make citizens vulnerable to cyber exploitation, which is exacerbated by the growing mobile access within the continent. Von Solms  (2015) state that the lack of a coordinated effort between AU member states on cybersecurity is worrying, with evidence that Africa is developing a bad reputation when it comes to cybercrime (Von Solms, 2015). 
In South Africa, cybersecurity has also recently been identified as a key focus area for national security because the implementation of broadband internet access led to a rapid increase of internet usage in the country. Various measures have facilitated the rapid growth of South Africans’ access to the internet. This includes the proliferation of mobile internet devices (such as iPads and mobile phones); corporate donations of hardware and software, and government programs aimed at bridging the digital divide through major broadband expansion projects. When comparing South Africa to the rest of Africa in terms of the number of the population that has access to the internet, South Africa is ranked fourth in Africa (Figure i), but unfortunately it is still very low in the percentage of people having access (Figure ii), (Internet_World_Stats, 2019).
Although South Africa is one of the most “connected” nations in Africa, it still lags far behind in terms of its citizen’s cyber awareness. Scholars such as Von Solms have argued that the rapid spread of mobile phones and interactivity caught up with the government before it had a chance to put a definite cyber strategy in place. While 75% of South African households had mobile phones in 2010, most of these mobile devices were used only to make calls and to send text messages. These phones were not connected to the internet. Since then, mobile internet access have doubled due to the reduction in the cost of mobile data (WorldWideWorx, 2012) and the competition among the South African mobile phone service providers: Vodacom, Cell C, MTN and 8ta (McLeod, 2011). By 2014, 48,7% of the South African population had access to the internet, and 41,3% of them were connected to the internet through their mobile phones (StatsSA, 2014). This implies that nearly half of South African households had at least one member who had access to the internet via mobile devices. Between 2014 and 2017, the total number of mobile connections went up to 79.1 million (htxt_Africa, 2015).
With more South Africans gaining access to the internet, the risks of citizens’ exposure to cyber threats are rising. The Institute of Risk Management South Africa reported in 2015 that cyberattacks were amongst the top 10 risks threatening the country. This is predominantly the result of two factors: Firstly, a large portion of the population not having received adequate training in cybersecurity awareness and secondly, citizens not growing up with regular or sustained exposure to technological devices and broadband internet access. Therefore this lack of knowledge and training in how to protect oneself against online threats, leads to users being vulnerable to online exploitation, and thereby exposing the national system to potential international cyberattacks (Jansen van Vuuren, Grobler, & Zaaiman, 2012).
 
[image: ]
Figure i: Internet access in Africa 2019 (Millions of users) Created from (Internet_World_Stats, 2019)
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Figure ii: Internet access in Africa 2018 (Percentage Access)  Created from (Internet_World_Stats, 2019)
Cybercrime in South Africa
Even though one can argue that all countries are vulnerable to cybercrime, African countries seem to be at an increased risk due to several factors. These include the exponential growth in broadband access, the high usage of wireless technologies and infrastructure, low levels of computer literacy, and ineffectual or insufficient legislation to deal with cyberattacks and threats (Jansen van Vuuren, Phahlamohlaka & Brazzoli, 2010).
A study done by Kaspersky Lab in 2014 shows that 40% of smart phones in Africa are unprotected, thus rendering these phones vulnerable to malware attacks. If one takes into consideration that 41,3% of South African households uses mobile phones for internet-based services, it can be estimated that 2,6 million of the 15,6 million South African households (or a total of 8,9 million South African citizens) are potential targets for elements of cybercrime, mobile-based cyberwarfare and cyber terrorism.
Previous studies have shown that data stolen from internet users who reside in developed countries tend to fetch higher prices than those from developing countries. Still, the reality is that data from Africans is being targeted, stolen, and sold actively on the black market. According to Wakefield (2013), the FBI in 2013 rated South Africa as the sixth highest nation in the world that gets targeted by cybercrime. A year later, in 2014, South Africa was identified as the most targeted country in the world in terms of phishing (Symantec, 2015). By 2015, these malware infection rates changed significantly with North Africa being the most affected by infections, as indicated in the figures below. Yet, when studying the figures (iii to vi) below, it seems clear that between the time period of 2009 and 2017, South Africa became a clear target for phishing and malware distribution (Microsoft, 2015, 2016, 2017) with the attack rate ten times more frequent than any other African country (Symantec, 2016). There are some exceptions. Egypt and Algeria is have been identified as being the most vulnerable countries for Botnet attacks; whilst Ivory Cost is ranked as the most vulnerable country on the continent for command and control server attacks (Symantec, 2016). 
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Figure iii: All Cyber Attacks 2017-2018
The maps shown in Figure iv and Figure v illustrate the increase of malware threats over the past decade. Figure vi shows that phishing is increasing rapidly in Africa, with South Africa having the second highest concentration of phishing attack sites (after Ukraine in first place). South Africa also scores badly in terms of the so-called “most phishing impressions”-ranking. Microsoft (2017) defines a “phishing impression” as a scenario where a user clicks on a link in a phishing email that leads to a larger malicious website. More than 75% of these e-mails include malicious URLs to phishing sites (Microsoft, 2018). According to the latter statistics, South Africa is ranked second after Iceland and Nigeria is in third place. This weakness of falling for phishing scams contribute to the high levels of cybercrime on the African continent. 
 
[image: ]   	Figure iv: Malware Infection Rates by country and region
[image: ]	 Figure v: Malware Distribution Rates (Hosting sites)
[image: ] 	Figure vi: Phishing 2017-2018 by country/region
One can draw the conclusion that South Africa’s mobile connectivity has not gone unnoticed, as cybercrime has increased at an alarming rate. Wolfpack Information Risk conducted a study of South Africa over a period of 19 months (from January 2011 to August 2012). They concluded that South Africa sustained a loss of 2,65 billion South African Rands due to cybercrime. During the time that the study was done the exchange rate mostly remained at R 7,50 to one US-dollar (Rosewarne, 2012). Only about 75% of this reported stolen funds was recovered, leaving the country with an estimated R 662,5 million tangible loss (TechnologyBanker, 2012). This loss was approximately 2,2 % of the nominal R3-trillion gross domestic product of 2011 (SouthAfrica.info, 2012).
Two years later, in 2014, the underwriter Candice Sutherland reported that around 974 million company records were lost or stolen. That means an estimated 31 records were stolen every second. Sutherland said that these stolen records amounted to losses of at least 5,8 billion South African Rands. She attributed these losses to organisational negligence, rivals and hackers (Alfreds, 2015). 
In 2015 another study, this time conducted by IBM, found that cybercriminal activities in South Africa escalated by another 7,67%. Their report stated that “South Africa faces unique challenges, and with global trends flowing down, it is critical that businesses understand their vulnerabilities and make sure they are protected,”(News24, 2015). Yet despite this statement, one can argue that this is not unique to South Africa. The same can be said for the rest of the continent.
The managing director of Magix Security, Hedley Horwitz (IT News Africa, 2013), explains that the increase of cybercrime in Africa can be attributed to four primary reasons:
•	Unemployment: Unemployed people are soft targets for syndicates. These syndicates operate on a full-time basis and invest a lot of resources in finding ways to discover and exploit these vulnerabilities. 
•	Internet growth: Despite more complex access and authentication controls, the growth of internet and mobile access results in more loopholes and vulnerabilities that cyber criminals can take advantage of.
•	Corporate espionage: Senior and middle managers (who often have access to sensitive company information or even corporate bank accounts) might experience financial difficulties and will then resort to stealing from their companies and selling this information to the syndicates.
•	Lack of awareness: Companies often trust all their employees implicitly and are unaware of the threats posed by their own employees, especially in terms of leaking confidential information. 
Although Horwitz made these statements in 2013, it still rings true at the time of this publication (2019). Cybersecurity forms an important part of a nation’s security function because information is a strategic resource. Cyberattacks on critical infrastructure could hamper efficient telecommunication, industry performance and government processes, which would in turn result in a slowdown of the economy. A nation must maintain its cyber sovereignty by protecting itself from a cyber-onslaught by an adversary nation, cyberterrorism and cybercrime. The development, implementation and enforcement of cybersecurity policies and strategies are therefore cardinal to ensure national security. Therefore, the authors would like to use the remainder of this paper to make certain suggestions about the importance of the implementation of a cybersecurity strategy for South Africa.
International cybersecurity strategies and political commitments
Cybersecurity strategies are interdisciplinary and involve many stakeholders.  Although some includes Cybercrime strategies into cybersecurity strategies, there is a difference.  Cybersecurity strategies focus on the securing of critical infrastructure and information. The primary interest of a cybercrime strategy is to implement crime prevention in the criminal justice system and to ensure policing of ICT in the borderless online environment. “ICT-offences” include (amongst others) financial and other online fraud, sexual exploitation of children, terrorists’ use of the internet, infringements of intellectual property rights. In order to prosecute these type of cybercrimes, and the country’s law enforcement agencies also need to acquire electronic evidence. Therefore cybersecurity and cybercrime strategies  should both be implemented in a manner that complement  and  reinforce  each other (Seger, 2012). The comparison between “cybersecurity” and “cybercrime” strategies is demonstrated in Figure vii.
 
[image: ]	 Figure vii: Comparison and difference between Cybersecurity and Cybercrime   	 strategies (Data Protection and Cybercrime Division, 2013)
Legal commitments and co-operation is very important for cybersecurity and cybercrime strategy implementation. One needs ‘political will’ and ‘national leadership’ to put together an effective approach in place to combat these intricacies. Ghernouti-Helie (2010). argues that strong political leadership will ensure that the plan receives governmental support combined with a justice system and legal framework that supports the police in combating cybercrime.
The International Telecommunications Union (ITU) conducted a survey to provide insight into the cybersecurity engagement of sovereign nation states. The Global Cybersecurity Index or GCI uses a cyber maturity metric to assess the various facets of nations’ cyber capabilities and their commitment towards expanding these capabilities (ITU, 2017a, 2017b). The CGI index shows the cybersecurity commitment of individual countries through indicators such as:
•	Legal framework: This part of the matrix measures legal institutions and frameworks dealing with cybersecurity and cybercrime. This includes standardised cybersecurity related regulation and legal training.
•	Organizational: This measures the cybersecurity development policy, strategies and coordination within the country to ensure longevity while reducing cyberattacks.
•	Capacity Building focuses on education and training programmes to increase cybersecurity awareness and understanding.
Capacity building on national and international levels includes organisational structures, human capacity as well as the use of technical and procedural cybersecurity solutions. The GCI shows that governments across the globe initiated several programs to alleviate cybersecurity shortages. However, in a study by research firm Vanson Bourne, all 775 respondents indicated that cybersecurity education was deficient. 76 % of the respondents indicated that their government was not investing enough in cybersecurity talent (CSIS, 2016). Cybersecurity culture and awareness-training for citizens is an essential part of an action plan.
Figure viii shows the five most advanced countries in Africa and in the World according to this index, where the level of commitment is shown ranging from the highest green) to the lowest (red). Detail information on Tunisia is not provided in the report, as Egypt and Tunisia were included in the Arab-Middle East region’s report.
[image: ]	 Figure viii: Global Security Index 2017. Top five most committed countries in 	 the world and Africa (ITU, 2017a) 
Cybersecurity Strategy Frameworks for Africa
When proposing a cybersecurity implementation framework for Africa, one can consider examples and case studies from the international arena. A notable example of such a framework was proposed by Otoom (2011) for the country of Jordan. Otoom and Atoum’s proposed National Cybersecurity Policy Implementation Framework (NCPIF) uses a structured business management approach (Otoom, 2011; Otoom & Atoum, 2012). It consists of the processes of “Strategic Formulation”, “Strategic Implementation” and “Strategic Evaluation”. Atoum (2012) argues that the main benefit of the said framework is the support it provides to a government. It gives a consolidated approach for implementation across the nation whilst leaving room for international collaboration. In addition it provides for the early detection of likely threats, and the mitigation of risks related to information systems and critical infrastructure (Atoum, 2012).
Jordan’s National Cybersecurity Policy Implementation Framework (NCPIF) is flexible and expandable and can also be employed elsewhere, such as the example of Ivory Coast given below (Otoom & Atoum, 2012). Thus, it could be used to guide the design of a cybersecurity strategy for African countries and to determine the strategic moves needed to achieve a country’s national objectives. The purpose of their framework is to identify the intricacies and interdependencies involved in the cyberspace that need to be addressed simultaneously to assist and to  enable countries to set up effective cyber defence systems. These intricacies may include:
•	Potential attacks by individuals: In the Ivory Coast a special police unit has been created to investigate criminal dropouts that attacked internet cafés to get access to personal information and email addresses of unsuspecting clients (Kobo, 2014).
•	Organised crime: In Kenya authorities arrested a syndicate consisting of 77 Chinese citizens that used sophisticated equipment to duplicate ATM cards, intercept mobile banking communications (such as SMS or text messages) and to infiltrate “Point of Sale”systems (Caiazzo, 2015). 
•	Terrorism: In Nigeria, Boko Haram hacked the personnel databases of the country’s secret service, thereby gaining information on secret service agents’ home addresses, bank information and family members. This was done as retaliation against Nigeria’s handling of interactions with the terrorist group (Baken, 2013). 
•	Cyber warfare: This is defined as aggressive nations seeking to involve themselves in the internal affairs of another country with the aim of causing irreparable harm to its economy or political structures. In the past, major cyberwarfare attacks were launched against diverse targets such as the government websites of countries like Georgia and Estonia, the Iranian nuclear plant and the electoral voting system of the United States of America (Crowley & Gerstein, 2014; Schreier, 2015).
The African Union (AU) Convention on Cybersecurity and Personal Data Protection (published on 30 June 2014) addresses three main areas: (1) electronic transactions, (2) personal data protection and (3) cyber security and cybercrime (African Union, 2014).
Africa’s cybersecurity infrastructure has already improved dramatically by acquiring new investments and start-ups. However the risks of cyberattacks and cybercrime are still underestimated. Thus, Harkness, Amole and Holland (2015) argue that stringent risk management is still required on the continent.
Most cybersecurity experts agree that no single tool, process, or technology can solve all the cybersecurity problems (Caiazzo, 2015). Despite this, some argue that access to different international and national legislation and policy frameworks will create norms that all citizens will adhere to. These norms could be drawn from those set by the Council of Europe Convention on Cybercrime as well as the African Union Convention on Cyber Security and Personal Data Protection (compiled by Gagliardone, & Sambuli, 2015).
When studying especially the African Union’s convention document, one can see that there is still a significant difference in the response to cybersecurity and cyber resilience by different African countries. Three approaches that stand out are:
•	Emulation: Many countries ‘mimic’ and follow the policies and standards of those countries at the forefront of the information revolution, 
•	Enculturation: Countries following this approach use customary law (in the absence of a formal regulatory framework) to ensure that citizens get compensated e.g. 1) when fraud is perpetrated through mobile phones or 2) where sensitive data is leaked.
•	Extraversion: In this scenario a country follows its own agenda while giving the impression of responding to international requirements for cybersecurity and cyber resilience  
The above approaches are not mutually exclusive. In most cases a primary one will be followed, but elements of the other approaches might still be visible. According to Gagliardone and Sambuli  (2015) the implementation of these approaches also emphasise how global and local agendas interact with each other. Some examples of these can be found in the following countries:
•	Kenya, seen as the leading ICT innovator in East Africa, adopted internationally recognised standards thus emulating countries at the forefront of the implementation of cyber resilience. It is however unclear if they will have enough resources to respond to the growing risks in Africa.
•	Somalia supports the idea of enculturation where customary law is employed in the absence of a functioning state to address global cybersecurity threats.
•	The Ethiopian government policy, which incorporates many of the provisions in the Council of Europe Convention on Cybercrime, relies on extraversion to further their own agenda, using their unequal relations with the international environment in its own favour, while giving the impression of responding to international calls for cybersecurity and cyber resilience (Gagliardone & Sambuli, 2015).
The abovementioned examples of cybersecurity implementations demonstrate the risks of international agenda-setting. It also illustrates why African countries need to fast track their strategies to stay up to date with developments in the Global North. But this does not mean that strategies from the USA and Europe can be implemented on an ad hoc basis in the Global South. Unfortunately, because of a lack of sufficient legislations and home-grown technical measures, most African countries focus on the implementation of imported products - treating cybersecurity simply as a technical problem requiring technical solutions.
As the authors conducted most of their research on the African continent, Africa, and (more specifically) South Africa will be the focus of their suggested cybersecurity policy implementation plan.
Cybersecurity framework for South Africa
South Africa initiated its cyber defence strategy in 2012 when the government approved the National Cybersecurity Policy Framework. Guidelines set by the African Union as well as other international policies guided this framework. At the time of writing this paper, some of these policies have been implemented, but unfortunately, the approved Cybersecurity and Cybercrimes Bill has not been implemented yet. While South Africa is dragging its feet, similar bills have been passed by Nigeria and Kenya (Lotz, 2016). 
Jansen van Vuuren (2016) developed a framework for the implementation of Cybersecurity for Africa that included the elements stated in the African Union (AU) Convention on Cybersecurity and Personal Data Protection. This framework makes provision for an integrated and holistic approach to detect and defend an African country against aggressive cyber activities. The strength of this framework resides in the mobilisation of the entire population to join forces against this potentially devastating invisible enemy. The broader population can be made aware of the dangers, while companies and the state can collaborate in the interest of the economy and the safety of the country. Furthermore, states can collaborate internationally to identify potential threats and to prepare for such onslaughts. This strategy would motivate the state to set up defence systems in all spheres of the economy, thereby ultimately contributing to the safety of the nation state. The authors will use the same framework to measure the current effectiveness of cybersecurity implementation in South Africa.
[image: ]	 Figure ix: Framework for cybersecurity strategy in Africa (Jansen van Vuuren, 	 2016)
In general, although ICT usage has increased in Africa, neither governments, industry or educational institutions have paid enough attention to skills development or building effectual cybersecurity in their new systems. This has resulted in risky practices by internet users (Caiazzo, 2015; Jansen van Vuuren, 2016). Therefore, organisations must ensure that preventative security measures are in place to protect its customers from cybercriminals. Governments are vulnerable and at risk to become victims of cyberwarfare. In terms of educating society, all role players, from individuals to large organisations, must be educated. The different pro-active elements are discussed below with specific reference to South Africa.
Cybersecurity proactive measures
As previously said, society is dependent on data. That not only relates to the physical data of society, but also to the relationship of this data with specific infrastructures. Ghernouti-Hélie (2010) explains that in the cybersecurity arena, one could be the protector, the protected, and/or the criminal. With the strong digital component of everyday actions, it is important that the actors in these roles take proactive or reactive measures. Accordingly, the multiplicity and automation of cybersecurity is becoming increasingly important to maximise outputs and minimise human error. 
Some of the proactive and reactive measures needed to safeguard critical information for South Africa are discussed in the Draft Cybercrimes and Cybersecurity Bill (2015). Jansen van Vuuren (2016) argues that defining the standard of conduct in cyberspace, and legal adherence, are critical elements to ensure a safe society. It is important to promote compliance with appropriate technical and operational national and international cybersecurity standards. From the matrix (illustrated in Figure x) done by the Global Cybersecurity Index in 2017, it can be concluded that South Africa has a problem with the implementation of Cybersecurity strategies and standards for professionals and organizations. The current legislation also does not put enough emphasis on Cybersecurity metrics. The South African government must develop guidelines for metrics to measure cybersecurity readiness. This in turn could then be used by industry and government to calculate the cybersecurity readiness levels. Such metrics guidelines will also contribute to the implementation of the government’s policies in terms of cybersecurity.
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Another important factor is the creation of a cybersecurity culture. The AU’s 2014 convention does encourage cyber awareness programmes amongst internet users in the workplace, schools and even amongst the elderly (which are often the most vulnerable targets for cyber exploitation). South Africa should take note of this and begin to foster a culture of cybersecurity amongst its citizens.
Awareness Education and Training
Some organisations estimate the global skill shortage stands at 42% (Oltsik, 2014). It is also predicted that there will be a shortage of 3.5million cybersecurity professionals worldwide by 2021 (Hevajec Group, 2017). This figure will probably be higher in Africa. It is therefore imperative that certain initiatives be implemented in South Africa to counter the skill shortage. One example of such an initiative is the USA’s National Integrated Cyber Education (NICE). This could be adapted to the South African context and implemented in the country.
The Global Cybersecurity Index evaluated countries in terms of standardisation bodies, good cybersecurity practices, R & D programs, public awareness campaigns. professional training courses, national education programs and academic curricula, incentive mechanisms and the home grown cybersecurity industry (ITU, 2017a). South Africa got an average rating on the matrix in terms of Professional Cybersecurity Training and Educational programs. Yet, the country currently has no formal degree or diploma dedicated to Cybersecurity at any of its institutions of higher learning. Only a few short courses and post graduate studies tend to give some emphasis on cybersecurity. Therefore, various representatives of ICT specialists from tertiary institutions came together to discuss this at the 2019 International Conference on Cyber Warfare and Security hosted in Stellenbosch, South Africa.  Collaboration with business is important in the development of curricula in an integrated and multi- and interdisciplinary approach that includes practical training and tools to be used.
The authors of this paper argue that the key success factor of a cyber security framework is the availability of cybersecurity education. Therefore, the adaptation of training programs to include cybersecurity content and the development of new cybersecurity qualifications are vital. International research has shown that most higher educational institutions do not prepare students for a career in cybersecurity (CSIS, 2016; McLean, 2016; White, 2016). Jansen van Vuuren & Leenen (2018) emphasized the role of higher education institutions to expose students to cybersecurity training in different areas that will create interest in cybersecurity careers. Universities must work with industry and government to tailor curricula that include practical training (Jansen van Vuuren, 2017; Jansen van Vuuren & Leenen, 2018) . Cybersecurity curricula must follow an integrated and multi- and interdisciplinary approach with emphasis not only on technology but also on the role of humans, processes, organisations and governance (Jansen van Vuuren & Leenen, 2018). Furthermore, educators should develop cross-cutting cybersecurity curricula that will introduce core principles, such as cybersecurity threat awareness, cybercrime and computer forensics, security practices and principles; safety, privacy and ethics; and online interaction (Jansen van Vuuren, 2017)
Yet, education must actually begin at an early age, even in primary school, and should include practical hands-on training. One needs to identify promising recruits for cybersecurity professions early to generate interest and enthusiasm for these careers. Therefore, partnership between industry and academia can leverage private sector talent in training teachers, enhancing curricula, and in offering internship and training opportunities to talented high school and university students, and can be mutually beneficial (Katchy Consulting, 2016).
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Enforcement: national, regional and international
In 2019, Jansen van Vuuren identified the elements for the successful implementation of a cybercrime strategy. It should consist of cybercrime reporting, high-tech crime (and other specialised units), intelligence, prevention (through education and raising awareness), legislation, inter-agency cooperation, public/private (LEA/ISP) cooperation and effective international cooperation. Yet despite it being identified as a key issue, the progress of the implementation of Cybercrime strategies especially in terms of law enforcement in South Africa is very slow. In addition, there is no formal education degrees in these areas at higher education institutions for legal and law enforcement (illustrated visually in Figure xii). It is proposed that a government supported academy with the focus on cybersecurity be established.
The current Electronic Communications Act in South Africa does not make provision for all the cybercrime offences. Therefore, South Africa needs legislation that includes all offences that involve electronic evidence by means of computers, such as offences against the confidentiality, integrity and availability of computers (Data Protection and Cybercrime Division, 2013; Seger, 2012). Furthermore, a strong cybercrime strategy will generally consist of legislation (including global harmonisation); operational law enforcement capacities through additional resources and powers, law enforcement and judicial training; interagency cooperation; industry and law enforcement cooperation; and international cooperation (African Union, 2015; Jansen van Vuuren & Leenen, 2019; Seger, 2012).
Political and institutional will, structure and legislation
It is essential to have strong political leadership to ensure that the strategy receives governmental support and a justice system with a legal framework that supports the police in combating cybercrime.
The government has the responsibility to develop, manage and implement the policies to ensure the adoption thereof. They are also responsible for the establishment of links and synergies between the cybercrime and cybersecurity strategies. They therefore need to understand the risks involved in these fields and agree on strategic national priorities. They must also provide political backing to the role players and allocate resources to law enforcement in measuring cybercrime (Jansen van Vuuren & Leenen, 2019).  Government and role players must consider factors, such as an adherence to human rights, the rule of law, democratic governance and citizen support while developing strategies and policies. Collaboration between the public and private sector is paramount to guarantee multi-stakeholder participation and trust of citizens in law enforcement to protect citizens  (Jansen van Vuuren & Leenen, 2019).
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The legal measure in this index is based on the existence of legal institutions and frameworks dealing with cybersecurity and cybercrime, and the cooperation measure is based on the existence of partnerships, cooperative frameworks and information sharing networks. These results are given in Figure xi and Figure xii- the level of commitment ranges from the highest (green), medium (yellow) to the lowest (red). As previously mentioned, the South African Cybercrimes bill is not approved, and currently the normal legislations are used for the combatting of cybercrime. It is therefore critical that the implementation of the new cybercrimes bill and infrastructure as described by the bill be established.
National and International cooperation and treaties
Authorities need public and private cooperation with information exchange.  This will contribute to the information necessary for all stakeholders to enhance cybercrime prevention. (Usmani & Appayya, 2017). Stakeholders usually will include internet service providers (ISP), Computer Security Incident Response Teams (CSIRTs), and financial sector RISK teams (or ISAACS). Non-governmental initiatives must be developed to guide collaboration that can be used in different cases that include child exploitation and human trafficking. 
In addition, a harmonized approach must be followed to enhance regional, continental and international cooperation that are necessary in cross-border investigating and prosecuting of cybercrime (African Union, 2015). The AU promotes the exchange of information and communication between countries on a regional level.  This involves many aspects at foreign policy level such as developing cyber-diplomacy capabilities including consultations with stakeholders to reduce the risk of ICT crimes. 
The lack of official treaties and multi-bilateral agreements in South Africa poses a big challenge in terms of the implementation of a cybercrime strategy for law enforcement. After signing the Budapest convention in 2001, South Africa did not ratify the agreement. Hence it was a step in the right direction when representatives of the country attended a workshop about this in 2018, hosted in Addis Ababa by the African Union together and the European Union.  One of the most important objectives was to create cybersecurity awareness in Africa as well as the creation of an understanding for the inherent cross-border nature of cyber-attacks and cybercrime. This workshop contributed to a commitment to accelerate and sustain partnerships on cybersecurity and to promote a coherent cybercrime and criminal justice approach on the African Continent (African Union, 2018).(Jansen van Vuuren & Leenen, 2019). Currently the European Union initiated a project to support South Africa law enforcement with development of cybercrime strategies and capabilities in South Africa.
Concluding remarks
Within this paper the authors argue that Africa and more specifically South Africa needs to adopt a dedicated strategy to combat cybercrime and to ensure cybersecurity. This article first discusses cybersecurity threats and vulnerabilities within the African continent and ranks South Africa in terms of its phishing and competencies in the cybersecurity sphere. Then it moves to discuss the South African cybersecurity and cybercrime framework (or lack thereof) and how one needs a framework or strategy that encompasses policy and legislation, education, awareness, law enforcement, and multilateral agreements.
As the African economy becomes more and more digitalised, the average person’s awareness of general cybersecurity issues has to be prioritised by governments, educational institutions, and industry alike. Everybody needs to know how to secure their personal devices and what safe online behaviour is when performing general tasks such as electronic banking or social interaction. 
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Abstract
With technological advancements and changing environmental conditions, organisations are continually faced with growing uncertainties. Being prepared to deal with uncertainties can help organisations establish good response mechanisms. Should these uncertainties materialise, organisations will be able to address the associated risks, states and outcomes more efficiently. Scenario planning is one such means of preparing for potential uncertainties. The use of descriptive brainstorming can help organisations plan for future situations. In this paper, three scenario planning processes are discussed. As adapted scenario planning design for cyber incident handling is then proposed. The proposed design takes into consideration the focal issues of identifying the critical role players, the communication channels, the response mechanisms and the required skills. This paper encapsulates a consolidated approach to carrying scenario planning for cyber incidents. This aims to provide a more co-ordinated effort that addresses the main responsive actions that should be carried out by stakeholders during major cyber incidents. 
Strategically planning cyber incident responses can improve decision making in an organisation. With the use of scenario planning for strategic preparation of cyber incidents, organisations can help shape better outcomes. With scenario planning, organisations can look to understanding the future which is often filled with uncertainty. The future is unpredictable, but strategic planning can help propose plausible futures and outcomes. This helps with risk mitigation, response tactics, and overall planning on how to deal with potential scenarios of cyberattacks. During the process of cyber incident responses, the implications of actions and decisions will need to be assessed. The critical role-players need to be identified, as well as various envisioning aspects of the desired futures. In this paper, a more structured design for scenario planning for cyber security incidents is provided in order to help guide the process. 
The paper covers a pertinent topic of cyber incident response handling which is one of the core themes of this conference. The paper aims to consolidate previous approaches of scenario planning and shows how it can be used for cyber incident handling. Overall, the design proposed can help deal with possible future cyber incidents, which are a particularly relevant topic in the field of cyber security.
Keywords: cyber incident handling, scenario planning, cyber incident response
Introduction
The National Institute and Standard Technology (NIST) Computer Incident Handing Guide (NIST.SP.800-61r2) (NIST, 2012) proposes the different phases involved in incident response (See Figure 1). The proposed phases are preparation, detection and analysis, containment eradication and recovery and lastly, post incident activity. 
 
[image: ]
Figure 1 Incident Response Life Cycle (NIST, 2012)
Preparation is where the organisation implements a mitigation strategy based on risk assessments. An important component of preparation is ensuring that the skills level of the response team is adequate to respond to cyber incidents. Following preparation, detection mechanisms must be put into place. Early detection of an incident can result in the minimisation of the impact that the cyberattack has on the organisation. After an incident is detected, efforts must focus on the containment, and applying solutions towards recovery from the incident. During the attack the response team typically rotates between detection and recovery. This is done because the response team must monitor the effects of applying solutions, as well as look out for new behaviour due to the incident taking place. After recovery, the organisation must document the incident, the steps taken to recover from the incident, as well propose steps to be taken to mitigate the incident in the future. This must be recorded into the organisation’s incident response plan. An incident response plan is a set of instructions to the Information Security staff and other stakeholders on how to act before, during, and after a cyber-security attack. It needs to address how to deal with a wide array of cyberattacks such as cybercrime, service outages, and data loss. According to Farhat, McCarthy, Raysman and Knight (2011), the important sections of an incident response plan are 1) description of the response team and the associated responsibilities for each member 2) a description of how incidents are reported 3) steps on how to initially respond to an attack 4) the investigation procedures 5) the recovery implementation, 4) steps on informing the public and lastly 5) the involvement of law enforcement, if necessary  
To help organisations prepare for an incident, the current paper explores the scenario planning approach as a possible strategy for addressing incident response.
Scenario planning provides a means of ordering perceptions about how the future may play out and determining what strategic decisions today offer the best chance of success tomorrow (Global Business Network, 2008). Through the scenario planning process, assumptions and wider possibilities can be considered in order to identify specific risks and opportunities. For cyber incidents it is important, as it helps identify a critical threat and organise responsive action in order to mitigate the threat. Response actions may be applicable to a number of cyber incident examples and thus scenario planning can help plan for multiple futures. The strategic thinking carried out during scenario planning can thus help prepare an organisation for a variety of cyber threats. 
Scenario planning allows for the exploration of plausible futures. The forecasting that is carried out during scenario planning can help provide foresight with regard to potential future situations. Foresight is seen as (Conway, 2003):
•	an attribute, competence or process that attempts to broaden the boundaries of perception
•	assessing the implications of present actions, decisions, etc.
•	detecting and avoiding problems before they occur (early warning indicators)
•	considering the present implications of possible future events (proactive strategy formulation)
•	envisioning aspects of desires futures (normative scenarios) 
It enables strategic thinking, planning and development, in order to synthesise various choices, and then implements a suitable strategy in order to move towards a desired outcome. In the realm of cyber incidents, this is particularly relevant, as strategic thinking about an impending attack can help prepare and defend an organisation. Organisations can look at the trends or drivers that lead to cyber incidents and then develop more co-ordinated response procedures. In this process, issues, challenges and communication requirements can be formulated. Collectively, various stakeholders can collaborate to take individual foresight, and combine efforts to create a mutual strategic approach.  
Scenarios are very helpful for strategy development, innovation, risk management, visioning and executive learning (Pastor, 2009). Through the use of scenario planning, voluntary adaptation and responses can be carried out. This can promote more welcome changes and make organisation more risk conscious. 
The use of descriptive narratives in the form of scenarios can help describe a range of possibilities for future situations. The aim is not to be predictive but to take a predatory stance and so build a framework that can help guide response to critical events that can affect the organisation. This is particularly important as scenario planning can identify the key competencies, role players, and communication that is required in order to resolve a cyber incident that may be affecting an organisation’s ability to operate. 
Applications and benefits of scenario planning include:
•	Shareholders can hold a shared vision
•	Allows for creative thinking
•	Innovation due to anticipated requirements
•	Understand implications for strategic decision making
•	Strategy and choices can be more sustainable due to consideration of driving forces and trends
•	Minimisation of risk  and identifying early warning signs 
“Scenarios are stories. The reliability of (their content) is less important than the types of conversations and decisions they spark"- Adri de Geus, The Living Company (Global Business Network, 2008). The outputs of scenario planning may not necessarily be explicit decisions, rather constructive ideas, and recommendations, whereby facilitation is achieved. 
Various scenario planning methodologies have been proposed and modified.
This paper summarises three mainstream approaches before proposing an adapted design for cyber incident scenario planning. The outline of the paper is an initial background to scenario planning methodologies, followed by the proposal of an adapted design and the discussion thereof. 
Background
The initial research of compiling an approach for co-ordinated cyber incident handling looked at existing scenario planning processes. Three main processes were studied and are as follows:
-  Mats Lindgren and Hans Bandhold while working at company Kairos Future wrote a book “Scenario Planning the link between future and strategy”  (Lindgren & Bandhold, 2003)
- Royal Dutch/Shell organisational approach to scenario planning (Royal Dutch/ Shell Group, 2005)
- Peter Schwarz who describes the process in the book “The art of long view” (Schwartz, 1998)
In the next section, the main points of each of the three processes are discussed. Thereafter, the three different processes are summarised and a short discussion follows on how they compare to each other. The adapted design of cyber incident response planning is then proposed. 
Schwartz’s scenario planning process
The first process was developed by Peter Schwartz in 1991. His career was based on scenario planning. He wrote various books about scenario planning strategies, the first of which was “The art of long view’ (Schwartz, 1998). In this book, he explains in a step-wise manner the process of scenario planning. The steps initially proposed by Schwartz are shown in Figure 2 (1998):
 
[image: ]	 Figure 2:	Summary of Schwartz’s Process (Own Compilation)
Schwartz’s steps start with identifying the focal issue. To do so, broader questions can be initially posed and then the ideas need to be narrowed down to find the focal question. Next, the key forces are considered by looking at competitors, suppliers, and customers. Thereafter, the driving forces are examined. Various macro forces (like social, economic, political, environmental and technological) as well as the micro environment (demographics, public opinion, etc.) can play a role. The various trends are also searched for. 
Next, the various forces are ranked to assess importance and uncertainty.  In order to craft the scenario logic, the trends are represented in a selected format (spectrum with one trend/axe, Matrix- two trends/axes, and Volume- three trends/axes). The interaction and intersection of these forces are then considered. 
During the Implications stage, the future is rehearsed to determine how to respond. The scenario is once more considered, to look for connections that might have been overlooked. Finally, indicators are monitored for. 
The next scenario planning process to be discussed is the Shell method. 
Shell scenario planning process
The Shell company was one of the first companies to utilize scenario planning as part of its strategic capabilities. Since then it has been developing critical scenarios in order to prepare for changing environmental conditions. Figure 3 provides the main steps in the Shell Method for Scenario Planning. The Shell Method commences with the Preparation stage in which the main purpose of the scenario planning is identified. This entails identifying the main users of the scenario, the expected results, the time horizon that the scenario is valid, and the key responsibilities of the stakeholders. 
The next stage is Pioneering, during which the main themes with driving forces and uncertainties are compiled. This helps formulate the focal question. From here, branches are created to form the consequences of uncertainty. The scenario outline is developed and establishes a story with branches of uncertainty.
During Map-making the stories are told. It can be represented in various forms like tables, videos, photos, graphs, and diagrams. The unfolding stories can then be presented to the primary recipients.
The Navigation stage consists of the communication and analyses of scenarios in order to refine them. The scenarios can be critiqued and examined to identify additional inputs. 
The last aspect is the Reconnaissance stage during which the future implications are considered. Thereafter, the environment will be scanned for any signals indicating the scenario being realised. 
In the next section, a discussion follows on another of the pioneer scenario planning processes from Kairos. 
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 Figure 3: Summary Shell Method (Own Compilation)
Kairos Future 
Figure 4 encapsulates the key steps in the Kairos Future approach. There are five main stages: Tracking, Analysing, Imaging, Deciding and Acting, as well as a pre-stage for Preparation.  It begins with the definition of the purpose and generation of the focal question. This ties with identifying the key system that will be studied. During the preparation stage, the time horizon for which the scenario planning will be valid for is also identified. 
The next step is the Tracking stage in which the trends, driver and uncertainties influencing the focal question are proposed. The trends and driving forces are considered. This helps to predict and anticipate changes in the environment. Different media-based methods and interview methods can be used to gather information about anticipation of changes in the environment. Trends covering various disciplines may emerge. 
During the analysis stage, the trends are linked into groups in order to study interrelationships. The Scenarios can then be built using the two most critically identified uncertainties. This helps to carry out the Imaging stage in which a picture is created of the desired future. 
Thereafter, during the Deciding stage, various strategies can be proposed and evaluated. Associated terms can be grouped together. This will lead to the implementation of the strategies and the monitoring of any changes that could create an alert for the activation of a scenario. 
[image: ]
Figure 4:	Summary of Kairos Future Process (Own Compilation)
Scenario Planning Process Summary
After an analysis of three scenario planning processes, the core stages and activities were mapped onto each other. This is shown in Figure 5. The different scenarios were compared to each other in order to identify useful steps, lessons learnt, and approaches that can help streamline the process for cyber incident response. The review of the various scenario planning processes found that the context of scenario planning for broad spectrum issues differs somewhat to scenario planning for cyber incident response. For cyber incident response, the macro factor is mainly the technological effects and thus the development of the scenario should be based on the technical and managerial outcomes stemming from these circumstances. However, some fundamental points of mainstream scenario planning can still be applied to cyber incident response. This will be discussed next. 
[image: ]	 Figure 5. Summary of Scenario Planning Processes 
All three analysed processes entailed a form of initial planning. During this stage, the main purpose of the exercise is identified. The broader issues are ascertained and then narrowed down in order to identify the focal question.  An analysis of the different scenario planning processes revealed that a key aspect of the process entailed looking at the driving forces, trends, and uncertainties. The effect of macro driving forces are a critical component of the process. Thereafter, the key driving forces and trends forming the uncertainties can be grouped together and rated in order to find the core issues. The scenarios can then be developed through story-telling and consideration of the interaction of the identified driving forces. Strategies can be created based on the navigation of the scenarios. This forms the building of the Scenario Logic. This eventually leads to the monitoring stage whereby indicators of the scenario can be scanned for. This helps to provide early warning by monitoring for environmental changes. 
Now that the various processes have been discussed and the main points explained, the discussion moves on to the proposed design for cyber incident response planning. The proposed design was adapted from the three main processes summarised in previous sections. 
Adapted Design for Cyber Incident Response Planning 
In the context of scenario planning for cyber incident response, strategic planning is required. Therefore, drawing from the various scenario planning processes, a strategic design was proposed that incorporates key aspects relevant for cyber incident response.
[image: ]
 Figure 6. Main Steps for Strategic Cyber Incident Response (DISSM)
Figure 6 shows an outline for the main steps proposed for strategic cyber incident response planning. It is encapsulated as DISSM (Design, Implications, Scenarios, Strategies, and Monitoring).  Each of these steps is explained next. 
Design
In general a work group should be established that leads the main activities for strategic cyber incident response.  Initially the team will commence with some overall design and planning.  During the initial design the focal question of the cyber incident response planning will be unpacked. The focal issue represents the question about the future that the organisation is confronting (Pudget Sound Future Scenarios, 2005). Defining the focal question is a crucial part of the scenario planning process as it acts as a conceptual boundary and is a key determinant of strategic intent (Serious Insights, 2010). It helps define what will be explored, researched, and specified. 
For cyber incidents, the focal question helps to define more precisely what the intent of the scenario planning will be.  After studying the various requirements for cyber incident response, the main focus proposed to be addressed will cover the aspects of the stakeholders, forms of communication, response mechanisms, and required skills. This is shown in Figure 7. 
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	Figure 7. Focal question for Strategic Cyber Incident Response Planning
Typically during the design step, the main parameters and assumptions of the scenario are decided upon. This may entail the scope of a typical attack- attack vector, source, target, initial effects. This will serve as input when determining the implications, and fleshing out of the scenarios and strategies. 
Implications 
With regards to implications, the process can entail carrying out a PESTEL analysis ( see Figure 8).  PESTEL is an acronym for Political, Economic, Social, Technological, Environmental and Legal. PESTEL analysis is a strategic framework that looks at the impact of various macro-economic factors that also affect strategic planning (ProcessPolicy.com, 2019). 
During this stage, the role-players can identify the possible impact on macro factors (Political, Economic, Social Technological, Environmental, and Legal a). This will help assess the effect of a cyber incident on key macro factors, and whether any additional actions need to be taken to cater for the effect.  (PESTEL analysis is comparable to the trends that emerge in Kairos Future approach and Schwartz’s process). 
[image: ]	 Figure 8. PESTEL analysis for strategic cyber incident response planning
Scenarios- during the scenarios process, the approach would be to convene work groups whereby the various stakeholders discuss response mechanisms and communication protocols. This is a fundamental part of the process as it is here that the key reactive measures and points of information transfer to be adopted can be deliberated upon. Practically, during work sessions, the various scenarios will be proposed and considered in order to find the optimal response actions. 
Strategy- One of the main outcomes of the process is the strategies that are devised in order to address the scenario. During the strategy development, new thinking and exploration of ideas can be carried out. This will help make the organisation more risk conscious. The options generated can be evaluated, and implementation strategies formulated. When dealing with various suggestions, strategies can be clustered. This can help find patterns between strategies or classify them accordingly.  The participation of key role players is a key aspect of developing the scenarios and strategies. Specialists can contribute as well as stakeholders working in the discipline. It is crucial that the various constraints are considered, as well as looking at the environment from new perspectives. This will help form more innovative solutions.  Due to the visionary approach followed, the organisation can prepare for critical threats, as well as identify useful opportunities to respond resourcefully as well. 
Monitoring – To close the process, triggers or signals of the scenario will have to be monitored for. This will help alert of the occurrence of the scenario and that we look at the implementation of the devised strategies and response actions. 
Conclusion
The current paper presented an adapted design to carry out strategic scenario planning for incident response. The overall goal is to collaborate with critical stakeholders in order to identify the key response mechanisms and communications channels that are required in the event of a critical cyber incident. The approach followed in this research was to evaluate current scenario planning strategies and then design a customized design applicable to cyber incident response handling. In the research the main steps identified to be carried out are termed DISSM (Design, Implications, Scenarios, Strategies, and Monitoring.) It is envisaged that this adapted model can be used to plan and prepare strategically for cyber events that have the potential for larger-scale impact. The scenario planning approach is aimed at helping decision making and response preparation.  
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Mbanaso and Abrahams
Key Components for a Cybersecurity Resilience Maturity Measurement (CRMM) Framework 
 
This extended abstract presents a brief review of our ongoing work to design a cybersecurity resilience maturity measurement (CRMM) framework. This work is aimed at contributing to the cybersecurity effort for African countries, where businesses and individuals are experiencing billions in financial losses. Existing cybersecurity frameworks focus on guidelines with respect to detection, protection and response, but do not offer formal models for quantifying the degree of cyber resilience actually achieved. This paper presents conceptual work on a cybersecurity resilience maturity measurement (CRMM) model to be applied in organisations as part of cyber-risk management treatment. Drawing on the NIST cybersecurity framework (NIST CSF) and other relevant frameworks, the CRMM approach conceptualised here would enable an organisation to gauge its cybersecurity maturity level on a continuous basis. The CRMM offers a holistic approach that deemphasises cyber risk as simply due to technology cause and effect. It incorporates technology, process and people in the design. The CRMM model defines a set of cybersecurity resilience quadrants (CRQs), based on quantitative assessment, which depicts the degree of preparedness of the organisation, as an interpretation of risk and resilience. 
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Cybersecurity, cyber risk, cybersecurity resilience maturity measurement (CRMM), cybersecurity resilience quadrants (CRQs).
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Search Engine

Most prominent picture displayed on
the first page of the search engine

Picture repeated on first page
displayed by other search engines

Google White child walking past a pink shack Bing, Duck Duck Go, Yaani
Yandex, Baidu
Bing White blonde woman with a baby in her | Google, Duck Duck Go, Yaani,
arms and a green toilet in background Yandex, Baidu
Duck Duck Go | A woman wearing orange shirt sitting in | Google, Bing, Yaani, Baidu
front of her shack.
Yaani Shacks stacked closely together. Google, Bing, Duck Duck Go,
Yandex.
Yandex White children in colourful shirts, playing | Google, Duck Duck Go, Yaani.
Baidu 1) White children playing with a truck tyre | These pictures are repeated twice

2) Cape mountain range

on the search page but do not
feature on the other search engines.
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Table 9: Multiple Regression results

Coefficients?
Model Unstandardiz | Standa |t Sig. | Correlations Collinearity
ed rdized Statistics
Coefficients Coeffic
ients
B Std. Beta Zero- Partial | Part | Toleran | VIF
Error order ce
1| (Constant) 1.991 | 0.345 5.769 | 0.00
0
Personal_Fo. | 0.483 | 0.088 | 0.486 | 5512 | 0.00 | 0.486 0486 | 0.486 | 1.000 | 1.00
0 0

cus
a. Dependent Variable: Compliance
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Table 8: Multiple Regression results

Coefficients?
Model Unstandardiz | Standa |t Sig. | Correlations Collinearity
ed rdized Statistics
Coefficients Coeffic
ients
B Std. Beta Zero- Partial | Part | Toleran | VIF
Error order ce
1| (Constant) 2379 | 0470 5.065 | 0.00
0
Reason for 0.373 | 0.117 | 0.306 3.182 | 0.00 | 0.306 0.306 0.306 | 1.000 1.000
Communicat 2
ion

a. Dependent Variable: Compliance
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Gender Distribution

=Male = Female

Figure 1: Gender distribution
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Author

Context In Literature

‘Women
InIT
Career

Developing
Country
Context

Empower
‘ment
Context

Ray ctal. (1999).

Attempts to compare men and women’s
attitudes towards the value of
technology, the impact of computer
technology, and the comfort of using a
computer.

Tackson et al. (2001).

Seeks to understand the differences in
internet use by men and women and the
factors responsible for the
dissimilarities.

Fountain, J. E. (2000).

Seeks to understand the role women
play as designers of Information
Technology in the information-based
society.

Khreisat, L. (2009).

Seeks to investigate women's level of
education and participation in
Information Technology and Computing
in Jordan.

‘Ahuja, M. K. (2002).

Seeks to address three distinct career
stages of women as they make career
choices in the field of Information
Technology. The effects of social (e.g.
work-family conflict) and structural
barriers are identified,

Dickman ctal. (2010).

Secks to address the underrepresentation
of women in the fields of science,
technology, engineering, and
mathematics (STEM).

Hilbert, M. (2011).

Attempts to compare women and men's
ease of access to Information and
Communication Technology and its uses
thereof in developing countries.

Shirazi, F. (2012).

Seeks to investigate the role ICT plays in
liberating women in Iran in the struggle
for social justice.

Ben Moussa, M., &
Seraphim, J. (2017).

Seeks to understand how Emirati women
incorporated internet usage in their daily
activity and how they take advantage of
the internet to close the gap of a gender
divide.

Caictal. (2017).

Seeks to understand gender-based
attitudes toward technology use through
‘meta-analysis.

McGee, K. (2018).

Seeks to understand the progression of
Hispanic American/Latina, European
American/white, Asian American and
Afvican American/black women from
technical/operational IT roles to senior
IT executive roles in the American
corporate world,
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The African Journal of Information and Communication (AJIC)
www.wits.ac.za/linkcentre/ajic

Published by the LINK Centre, School of Literature, Language and Media (SLLM)
Faculty of Humanities, University of the Witwatersrand (Wits), Johannesburg

Call for Submissions: AJIC Thematic Issue:
Perspectives on Cybersecurity from the THREAT 2019 Summit

AJIC Corresponding Editor
Dr. Luci Abrahams, Director, LINK Centre, University of the Witwatersrand, Johannesburg

Guest Editor, Perspectives on Cybersecurity Thematic Issue
Prof. Manoj Maharaj, University of KwaZulu-Natal, Durban

Selected papers presented at the THREAT 2019 summit, 26-27 June 2019 in Johannesburg, will be reviewed for
consideration for publication in The African Journal of Information and Communication (AJIC) in one of the following
AJIC formats:
o Research Articles: Submissions (max. 8,000 words) that present research findings from, inter alia, empirical
data collection, doctrinal analysis data collection, and/or conceptual exploration;
e Review Articles: Submissions (max. 6,000 words) that provide, inter alia, a systematic review, a thematic
review, a critical topical review, or a critical literature review;
o Critical Interventions: Submissions (max. 4,000 words) that provide reasoned comment and argument
on relevant topics; and
o Publication Reviews: Submissions (max. 4,000 words) that provide reviews of, inter alia, books, journal
articles, reports, research reports, research papers.

SUBMISSION GUIDELINES

Important dates:

Deadline for submission of abstract (max. 500 words) for consideration: 25 February 2019
Notification of acceptance for full paper or poster presentation: 15 March 2019

Deadline for submission of final paper or poster: 20 April 2019

Notification of acceptance of paper for consideration for publication in AJIC: 31 May 2019
AJIC publication date: 29 November 2019

All submission should be made at: T H R EAT ﬁovsmment
cademia

https://easychair.org/conferences/?conf=threat2019 2 o 1 9 Industry

THREAT 2019 summit contributions should present original research in the interdisciplinary cybersecurity
research domain, as well as other value-adding contributions, i.e., review papers, critical interventions, publication
reviews, falling within the summit themes (see THREAT 2019 website for themes).

Papers presented at the summit should be:
e 4,000 to 8,000 words in length for research papers, review papers
e max. 4,000 words in length for critical interventions, publication reviews

Referencing in all papers must follow the APA Style. For other formatting requirements and publication
specifications, refer to AJIC Submission Guidelines.
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Table 4:Media Richness Rotated Factor Matrix

Factor
i 2 3 4
0397
0423

D23 0.933
D21 0.693
D22 0.635
D41 0.953
D42 0451 0264 0.646
‘Extraction Method: Principal Axis Factoring.

Rotation Method: Varimax with Kaiser Normalization. *

a. Rotation converged in 6 iterations.
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Table 3: Media Synchronicity Rotated Factor Matrix

Factor

1 2 3 4 5 6
rC3.1 0.833
) 0.756 0326
€33 0.694 0254
13 0.834
Cl4 0.814
c13 0.693
CL1 0274 0.630
Cc43 0.891
C42 0.670 0258
Ca4 0.651 0.294
C4. 0.456

0.793

C55 0312 0563
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Table 6: Correlation Analysis for attributes

Compliance | Non conflicting | Reason for Personal
Interpretations | Communicatio | Focus
n
Tartn Pearson T S10+ 306" 56
Correlation
Sig. (-tailed) 0000 0002 0000
N 100 100 100 100
Non conflicting | Pearson ST T 505" g
Correlation
T Sig. (2-tailed) 0000 0000 0,000
N 100 100 100 100
e Pearson 306" 05" T e
cation | Comclation
N e i) 0002 0000 0000
N 100 100 100 100
Personal Focus | Pearson % o7 i T
Correlation
Sig. (-tailed) 0000 0000 0000
N 100 100 100 100
N 100 100 100 100
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Table 5: KMO and Bartlett’s Test

KMO and Bartlett's Test

Kaiser-Meyer-Olkin Measure of Sampling Adequacy. 0.728
Bartlett's Test of Sphericity | Approx. Chi-Square 139.251
Df 10
Sig. 0.000
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Table 7: Multiple Regression results

Coefficients?
Model Unstandardiz | Standard | t Sig. | Correlations Collinearity
ed ized Statistics
Coefficients Coefficie
nts
B Std. | Beta Zero- Partial | Part Toleran | VIF
Erro order ce
r
11 (Constant) 1.747 | 0.36 4.78 | 0.00
5 3 0
Non 0.560 | 0.09 | 0.510 5.87 | 0.00 | 0510 0.510 0510 | 1.000 1.000
conflicting 5 3 0
Interpretations

a. Dependent Variable: Compliance
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lable 1: Reliability Analysis

Factor Item Cronbach's No. of Items
Alpha Value
Communication media 0.772 5
Familiarity 0.852 4
Information Quantity 0.758 2
Information Process Time 0814 3
Reason for Communication 0.776 4
Media Appropriatencss 0.657 2
Non-Conflicting Interpretations 0.824 4
Certainty 0.784 3
Feedback Immediacy 0817 2
2

Personal Focus

0.814
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Importance of the following methods of
communication in helping employees effectively do
their job.

COUNT

COUNT COUNT COUNT

A8.1 FACE-TO-FACE
INTERACTION

A8.2 ELECTRONIC
CCOMMUNICATION

A8.3 WRITTEN
COMMUNICATIONS

A8.4 TELEPHONE CALLS

= Notimportant = Slightlyimportant = Somewhatimportant = Important  m Critical

. mNever
Frequency of occurrences for each of the following ...,
areas in the past month. Sometimes
 Often
u Always

-
Figure 4: Frequency of Communicating IT policies
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‘Gender: 68% of respondents were male and 32% were
female.

Participants Gender

Chart Title

= Male

= Female

Ethnicity: 63% of respondents were African, 17% were
White, and another 17% were Indian and 3% were
coloured.

Ethnicity

= Black
3
= White
' Coloured

= Indian/Asian

Age: 64% are between the ages of 25-34, 18% were
between ages 18 — 24 and 13 % were between ages 35-44

Participants Age
55 YEARS OR OLDER
35TO 44 YEARS OLD

1870 24 YEARS OLD

Qualifications: 49% of respondents hold an Honours
degree, 28% hold a baccalaurcus degree, and 16% hold a
diploma.

Participants highest
educational...

HONOURS DEGREE(S) ?k-
‘GRADE 12 (MATRIC, STD 10) [ |

0 10 20 30 40 50 60

Figure 3: Descriptive Statistics
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Table 2:Media Frequency Standard Deviation

Mean Std.
Deviation
Electronic communications 4.67 0.652
Face-to-face interaction 4.41 0.854
Telephone calls 3.98 0.921
Written communication 3.64 j - - 4
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E1.4 | HAVE BEEN NON-COMPLIANT WITH THE IS
poLicY

E1.3 | HAVE RECEIVED CONSECUTIVE REMINDERS TO
COMPLY WITH THE IS POLICY.

E1.2| TAKE COMPLIANCE SERIOUSLY

EL.11ALIGN IS POLICY TO MY DAILY TASKS

0 10 20 30 40 50 60

=Strongly Agree = Agree = Neutral = Disagree = Strongly disagree

Figure 5: Frequency of Communicating IT policies
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Figure 2: Perception and Determinism theories for Communicating IT policies
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Figure 1: Corporate governance-the direct/control cycle (Solms, 2009)
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Table 3: IT Experience

IT Experience

Gender Frequ | Percent Valid Cumulative
ency Percent Percent
IMale | Valid 1 Less than 1 Year 13 16.7 173 17.3
2 1-2 years 8 103 10.7 28.0
32.5 Years 10 12.8 133 413
45-10 years 27 34.6 36.0 773
5 10-15 years 8 103 10.7 88.0
6 15-20 years 3 103 10.7 98.7
3 1 13 13 100.0
Total 75 96.2 100.0
Missing_| System 3 338
Total 78 100.0
2 Female | Valid 1 Less than 1 Year 33 458 478 478
212 years 15 20.8 217 69.6
32:5 Years 12 16.7 17.4 87.0
45-10 years 7 9.7 10.1 97.1
5 10-15 years 1 14 14 98.6
6 15-20 years 1 14 14 100.0
Total 69 95.8 100.0
Missing_| System 3 42
Total 72 100.0
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Table 2: Qualifications

Qualifications
Gender Frequen | Percent Valid Cumulative
cy Percent Percent

1 Male Valid | 1 Grade 12/0 level or 1 13 13 13
lower
2 Diploma or Certificate 9 115 115 128
3 Bachelor’s Degree 43 551 55.1 67.9
4 Master's Degree 24 308 308 98.7
5 Doctoral Degree 1 13 13 100.0
Total 78 100.0 100.0

2Female | Valid | 1Grade 12/0 level or 10 139 139 139
lower
2 Diploma or Certificate 17 236 236 375
3 Bachelor’s Degree 28 389 38.9 764
4 Master's Degree 16 222 222 98.6
5 Doctoral Degree 1 14 14 100.0
Total 72 100.0 100.0
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Table 5: Independent Samples Test table for male and female group

Ranking of Item Proportion of | Construct Corporate Propositions
women strongly to include women in
Eopsitemy disagree, disagree security issues.
or are neutral to
constructs
1 Ttem #3 33% Information sccurity Technology is not
awareness Subjugation
2 Tem#10 | 21% Sccurity and Privacy balance | Mentorship
3 Ttem#2, | 20% Extra-role behaviour, Shaping and defining
Item #4 Protection behaviour career paths to assist in
behaviour
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Table 4: Gender-based efficacy of IT and Information Security

Ttem | Construct | Elicitation
Item | Situation Conceptualising employee threats to the organisation as disastrous. Strongly disagree
#1 | cthicsfor | [Proportionally higher % of women strongly disagree, disagree, or are Disagree
security neutral, than men at 19% of sample size] ‘:;“:‘
Strongly agree am 3%
Ttem | Extra-role | Reporting and not concealing suspicious malicious behaviour of a co-worker. | Strongly disagree 0% 3%
# | behaviour Disagree % %
[Proportionally higher % of women strongly disagree, disagree, or are Neutal % 13%
neutral, than men at 20% of sample size] Agree 0% 3%
Strongly agrec 37 38%
Ttem | Information | Defining and adhering to security policies regarding the use of removable Strongly disagree 1% 1%
# | security media. Disagree 3% %
awareness [Proportionally higher % of women strongly disagree, disagree, or are ‘:“““‘ ;Sj f:";'
neutral, than men at 33% of sample size] Sy o =
Ttem | Protection | Prohibiting password sharing with a colleague at work. Strongly disagree 0% %
# | behaviour Disagree % %
[Proportionally higher % of women strongly disagree, disagree, or are Neutral 9% 13%
neutral, than men at 20% of sample size] Agree 32% 36%
Strongly agree % 2%
Ttem | Information | Creating and authorising access to systems to discourage explois. Strongly disagree 0% %
#5 | security Disagree % %
configuration | [Proportionally higher % of women strongly disagree, disagree, or are Neutal % %
neutral, than men at 11% of sample size] Agres 5% 0%
Strongly agree S6% 4%
Ttem | Threat Running antivirus check on removable media (USB) prior to use. Strongly disagree %
# | avoidance Disagree %
and risk [Proportionally higher % of women strongly disagree, disagree, or are Neutal %
prevention | neutral, than men at 8% of sample size] Agree %%
Strongly agree S6% 4%
Ttem | Employee | Discerning pirated software as harmful to systems. Strongly disagree 1% 1%
# | scourity Disagree 3% 0%
awareness | [Proportionally higher % of women strongly disagree, disagree, or are Neutfil 3% L5}
neutral, than men at 16% of sample size] Apres a1% 0%
Strongly agree 5% B
Ttem | Privacy Tnitiating need to lock computer screens during short breaks. Strongly disagree % %
#3 policy Disagree %
efficacy [Proportionally higher % of women strongly disagree, disagree, or are Neutal 0%
neutral, than men at 15% of sample size] e 3%
Strongly agree 2%
Ttem | Security risk | Discourage downloading unsolicited but interesting attachments. Strongly disagree 0% %
#9 | and benefit Disagree 1% %
trade-off [Proportionally higher % of women strongly disagree, disagree, or are Neutal 5% %
neutral, than men at 12% of sample size] Agree % 55%
Strongly agree EiA 3%
Ttem | Security and | Discourage deactivating computer protective software if the network is slow. | Strongly disagree 0% %
#10 | Privacy Disagree % 3%
balance [Proportionally higher % of women strongly disagree, disagree, or are Neutal 12% 17%
‘neutral, than men at 21% of sample size] Agree % 3%
Strongly agree % 39%






